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ABSTRACT

This thesis provides the detailed concepts and zetnod-
0ioyy reguired to sizulate the Corps Cowmmunications Module
(CM) pcrtion of the Air-land Interdiction Model.

The Comzunications Module is a closed architecture with
rule-tased decision making, network desigr, threat play, and
net ccngestion that closely simulates the environment that
U.S. Army communication systems face in supporting Corps
and selected Theater level units in Europe. The comamon Jeci-
sion rmaking thread is a Coamunications Gereralized Value
Svstem (CGVS) which determines current assets vaiue Lkased on
Fast, present, and [poteatial usage. The CGVS [rcvides a
tasis for guantitative and Jualitative decision maxkirj that

can Le studiel for cause and effect relationships Ly means
of audit trails.

The Comaunications Module apalyzes Corps communicaticas
in high resclutior detail while dealinj with the prok.ems of
friendly net congestion comrounded by enemy interdiction.
Wnea operational, tke Comaurnications Moduie will jive US
Army ccmpunicators a realistic training and architectural
Fianning tocl.
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I. MOTIVATION FCR HAVING A COMMUNICATIONS MCDULE

A. PURPCSE

The furpose of this thesis is to develop the Blue Force
(BF) tactical communications network modelling methodology,
and where possible present algorithms for use in the
Air-land Irterdicticn Model (ALIM) being created at the
Naval Postgraduate School. TLke aljorithms, hereafter called
the Ccomunications Mcdule (CM), £facilitate the passage of
information between the combtat functional area modules lteing
Flayed inr AIIM. This thesis Las several objectives:

e The development of communications modelling aethodology

arcropriate <for supporting the sparsely pofpulated,
Echelons Above T[ivisicen (EAD) area. Several of the
Ercrinent communication subscribers in this area are
invclved in the interdiction battle, and the overall
command and control of the Air-Land Battle force.

* Realistic develcpment of the coammunications network
availakle to Blue forces, and the examination of that
network under a variety of degradations expected cn the
tattlefield.

o The development of a credible value system which
provides the basis for communications decision making
and resource allccation.

e The analysis of decisions that directly impact upon the
BF akility to ccazunicate. The Decision Makers, 3lue
and RKed, are analyzed for type decision made, echelcns
at which decisicns are made, when decisions are pade,
and where possikle the value tihresholds that trigger
alternate decisicons.

3 12
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e The development of automated, closed 1loop algoritams
which can simulate the above decision making.

The ultimate purpcse of the Comaunications Module is to
perform research on the conduct and results of the Air-lLand
irterdictior battle. once completed, the module will be
helpful in answvering the following guestions, kowever,
actual answers to these guestions are well beyond the scope
and intent cf this thesis.

e What factors insure availability of coamunicaticns

| systems in a high intensity conflict?

e %hat are the weak links in a communications plan?

e Car the communications effectively support the inter-
dicters in a tirely manner?

e What communicaticns architecture works best to achieve
Elue Force (BF) Interdictor goals?

e How sensitive is BF mission accoaplishaent to communi-
cations availability fluctuations?

B. FITTING INTO THE AIRLAND RESEARCHE MODEL

Advanced technolcgies have had a aouumental iampact upon
the lethal capabilities of the U.S.Arsy. New collection and
fusion <capabilities vithin the Intelligence ccamunity
enhance target acguisition; increased ranjes and accuracy of
IANCE and PERSHING grcund to ground missiles enhance tarjet
destruction: vastly improved air defense missiles and target
servicing help insure the survivability of Command, Control,

Compunication, Intelligence (C3I), and logistics. A fpoten-
tial Achilles' heel, the common thread weaving each systen

P
i
.o v

to its ccntroller and each controller to his commander, is
¢ communicaticns. Every bit of information that passes between
two points passes through some fora of coamunicaticas
gedium. Can we afford to assume that these commurications
will te available wlen most needed? ¥ost previous modelling

A
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efforts have either assumed total comaunicatioas avail-
ability or made aggregate reductions in efficiency for scame
arbitrary value cf reduced communications availability. The
ALIY will not ignore the «<critical comaunications assets
tecause the model's design is a closed architecture which
simulates pertinent combat and combat support functional
areas surporting the Elue interdiction effort.

C. SCOPE

The scope of this thesis will be 1limited to the
geographical area occupied by the BF Corps from the division
rear ltoundaries tkrough the Corps Communicaticn Zcne
(COMMZ). Some Theater level units such as the PERSHING
Missile Brigade and agpropriate C3I facilities which have a
direct imgact wupon the Corps interdiction effort are
discussed. Army coamunications is in the midst of a revolu-
tionary change from tubes to microchip technology, and an
equally revclutionary doctrinal change. The communications
systems architectures discussed are those keing deployed
today and in the fully funded, foreseeable future according
to the Army of Excellence Doctrine and the 1Integrated

Tactical Comzmunicaticns System (INTACS) at EAD.
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II. QVERALL COMMINICATIONS MODULE CONCEPT

A. IRTRCDUCTION

The dictionary defines ¢transparent as a property of an
ocbject that allows it to transmit 1light energy unimpeded
through its mass [Ref. 1]. The goal of every communicator
is tbhat his communications systema be transparent tc the
user. This means that information passing is accomplished
in real time and with no 1loss of content. Obviously, with
the restrictions placed upen modern battlefield ccmmurnica-
tions means, transparency is wishful thinking. Near trans-
parengcy, hovever, may be possible with the electroragnetic
ccmpunicaticns systexs available within the Army.

Simzly stated, the Communications dodule (CM) suppcrting
ALIM can be thought of as a black box; it receives infornma-
tion frcm cne user and delivers that dinformaticn to the
destination user after a certain period of time or delay.
This delay is the cost of teing only near tramsparent. The
CM is ccrocerned not with the «ccantent value of that piece of
informaticn to either the originator or the receiver, bkut
with how transparent, fast and efficient, the user wants the
communication to be. As is readily apparent, the asymptotic
approach tcwards transparency has the deleterious effect of
pushing cost to infinity. Technological advances have
reduced tut cannct eliminate these limitationms.

B. CCNCEPT

Ccanunications degradation is defined as the reduced
ability of a communications system to accomplish its
intended mission. 1Ir this modulie, degradation refers tc the
ceduced operational availability of a system that is lteing

15
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enmployed in its cortat enhancing wmission. The research
model will Lave the optiorn of playinj communications dejra-
dation at three levels of resolution. To the reaiist it
would secem that cospunications should be played all the
time. Tc¢ thke operaticns analyst, communications skould be
Flayed, but only after the architecture or processes of the
combat functional areas have been optimized. With this opti-
mized prcduct it would then le reasonable to test the ccmkat
modules with communications play, thereby isolating short-
comings to the communications systems supporting the func-
tional ccmbat area. All communications systems supporting a
rarticular functional combat subscriber are refered to as
that subscriber's Communication Interconnectivity Space.
caticns and real time transfer of information. All database
traffic including BF traffic is 1loaded 4into the network
architecture. The output of circuit traffic loads camn be
aggrecated ry link, ncde, cr arena. This method will have
the effect cf graphically isolatingy network links and nodes
that are chcke points as a result of communication architec-
ture planning. This method *s results are not confounded by
environaental degradation, friendly net congestion, or enemy
degradation. This metkod also shows the parts of the network
that have the bhigh value distributions of transiting
traffic.

level II is predicated on the idea of randoa degradation
of 1inks and random delay times for those degraded links.
These assumptions have the effect of “"shaking down" all
links and nodes of the network including those 1links and
nodes that are nct ccnsidered as priority targets in Soviet
cbjectives. Level II allows the model to be played withcut
having tc¢ utilize tle Environmental Degradation, Friendly
Net Ccngestion, or Ked Force Degradation Submodules. This
metheod is higher resclution Lecause it delves more deeply
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into the effects of randomly degrading links or rcdes and
how the comrmunicaticns planners anl coammanders at all
echelcns of communications deal with this reduced ability to
pass information. The "dealiny" is decided in the Reroute
submodule, the rercuting of dinformation arouxzd non-
cperaticnal areas, and the Reconstitution subamodule which
allocates resources to rectify the trouble in tke &on-

cperational areas. This creates a more realistic set of
operational circumstances ard therefore more reasonatle
delay tinmes.

level 11I plays ervironmental degradation, friendly cet
congestion, and wmost probable enemy degradation efforts.
This level also allows the analysis of message flow with or
without frecedence 1levels and preempt capability. By
analyzing the messace vectors with their built in audit
trails, ve may determine the coaaunication retwork's
strengths ard weaknesses. Tkis method will closely emulate
tke ccmmurications otstacles that face V Corps in the Fulda
Bowl area. (see Table I)

The Level III Resolution consists of four rule-fased
decision sutmodules, three chance or Monte Carlo (MC) deci-
sions Ltased upon protabilities, five processes with imbedded
decision sutmodules, and three databases. Expert player
experience is a necessity in developing these rules. The
research task focuses on the identification of the netwcrk
attritutes, data elements, anpd network algoritams required
to model the diversity of systems and environaental features
of the Air-land battle.

Detailed analysis of the Communications Module centers
on tlke traffic 1load presented to the network by the BF
interdiction related functional areas. This traffic, which

makes up a very small portion of the total communications
load, 1is referred tc as the marginal traffic. Analysis of
the »argjinal traffic saves on the enormous memory reguired

Tt T e Ly

17

iiiii - ~ « 0t . - . - - . - -
PR R LT - . R R P . e - N . L * LR Tt et
. X AT A R B . . L PR . L e LI S 4
t P CUNE, VI Y et e T et e . R T I P N T o O A DTN A
- FESIREI, WS, SIS P T WL WY, VUL TS VI WS T O 0 D D Wi DR S o Wil Rl Wl YR VRO UL Y SR AT, WP TP P P




v

T, "‘J—' g s g
- M RN R RIS wE ) L . A A
) .-t .

TABLE I
Communica tion Submodules

Decisiols Brocesses Database Monte Carlo
User to User Static Link Netwvork *Availability
Valuation
*Degradation *N¢p-op link Communications *Circauit
Valuation Support Connect
Requirements
*Reconstitution CG Link MTOGE *Acquisition
aluation Déstruction
*Reroute *Net .
Congesticn
Busy Link
Valgat%on

* Kct included in level Cne

to sipulate all the message traffic that would flow through
every circuit and link. The module translates the ccmaunica-
tions datakase into flow rates per busy hour emanating £froa
a particular user acrcss an arc or link. Using Stochastics,
specifically Telephone Traffic Theory, the CM can deal with
the datakase by storing only the flow rates. The marginal
traffic is explicitly simulated and critical information is
maintained Ly means of the message vector.

The message vector is the thread of continuity running
tetween all decisions, processes, and databases. Once the
decision hLas been made to play the CM, then a message vector
pust ke initiated by the originating module. The origirator
(0) bhas a regquirement to pass information to the receiver
(R)e In a real world situation, the originator oZten uncon-
sciously determines how urgent the information is. 1In Tatle
ITI the decision would lead him to select a transmission
medium which is both available to himself and the distant
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end, and one which will satisfy the urgency (U) cf the
inforration. As it flows through the CM, the message vector
accunulates the pertinent information parameters which will
eventually rrovide a detailed audit trail for each message
and when aggregated it will be the fundamental basis fcr
determining asset values for links, nodes, and arerna. The
time clock starts when the message is initiated. At the end
of the C¥, the message vector outputs only the origirnator,
receiver, content, classification, and elapsed time (T).
Cther parameters that are essential to the CM are the mcde
(D) , means (MN), availabilities of primary routes (A1), and
availarilities of seccndary routes (A2). Some parameters may

ke vectors in themselves. Such vector parameters are the
modes, means, and availabilities for multi link routes.
Figures 2.1 and 2.2 trace the flow of infcrmation
through the CY at Level III Resolution. Essentially the User
to User submodule, as alluded to previously, selects the
routirg Fketween originator and receiver based upon the
ggggggg'natabase. The Network Database contains records on

the actual hardware network that is initially ofperating,

specific unit communications equipment (modes and means),
and cther technical data concerning eguipment <capacity,
survivakility, sreed cf transmission, etc. . In Figure 2.2,
the akility of the selected route to pass information is
tested rprobabilistically based upon route availability.

Tke 4initial availability of the route is drawn froa
technical calculations and historical data. Availability can
also te affected by equipment outages and enemy electronic
countermeasure activities . The Communications Degradation
’; submcduie evaluates epnemy intentions aand capabilities versus
L; BF ccunter-capabilities apd [produces a "reduced avail-
f’ apility" 1link 1list. Interconnected with the Degradation
. submodule is the Reccnstitution submodule. This sukacdule

° examines "telow availability standards" 1links fcr their
4

»
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TABLE II
How tbe Message Vector Works

Yecto Lecision Database
(078538, 1)
Select Mode ¢— Modes Available
by MTOEE

(Ce &, U, T, HD)

Select Meansé—Means Available
by MTOEE

(O, R, U, T, MD, MN)
Select Rout &<——Network Attributes _
Technical, Grid, Relialbility
(0, k, U, T, MD, MK, A1, A2)

Availability Monte Carlo

static and rotential value if the 1link was being used, and
establishes a priority for repair of damages. In ctter
wvords, ltased upon the link's total value, the submcdule
allocates resources tc repair damage and forecasts the tinme
until the 1link 4is back up to acceptable availability
standards.

If the probability test, commonly referred to as a Monte
€arlo technique, replies negatively, then the message vector
goes to the PReroute submodule where another route is
selected fcr Monte Carlo; time accumulates. The informatioxn
on which 1link produced a non availability is forwarded to

the Valuaticpn of Honm-cperatjonal lLink Process.

’
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Pigure 2.1 Ccemunications Module FPlov Diagras

Scmewhat less damaging, but just as aggravating tc the
user, is the busy signal symlkolic of net corgesticn. 1The
user c¢ould get a lusy signal either from an overlocaded
communications link cr from an overloaded distant end user.
In either case, the criginatcr must hang up and dial again
(return to the USER to User submodule) or select an alterna-
tive means of ccmmuricating. The Jecision kere is Lkased
uporn the probability of getting a busy signal and is called
the Circuit Connect Bopte Carlg (CcxC).

If tte user conrects to bhis distant end, the message
transit clock is stcrped. The messaje vector goes to the
Yaluaticn of Operaticpal Link process, and Zfinally the
message reaches the distant end.
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Figure 2.2 Communications Module Flow Diagram (continued)
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Thke value deteraining processes are key. They keer track
of value informatior which in the <£future will allcw us to
answer our research cuestions. The Valuation processes eval-
uate the ccmmunicaticns assets worta at various levels ol
aggregation. Audit trails and information «critical to
resolving current coamunication problems and plans for
future Ooftimal systeas to support the Blue Force
Interdiction (BFI) effort can Le analyzed.

To review briefly, this thesis develops modelling meth-
cdology and where possible presents a caadidate algcrithm.
Subaodules c¢c£f the CM are at various levels of maturaticn.
Some sukmocdules are very mature and in these <cases a
detailed algorithm is presented. Other submodules are far
teyond the scope of this thesis. Areas that are of ccncern
to these sulmodules are highlighted and discussed in lesser
detail with a sketchy algorithm. Onder no circumstances is
there an attempt to arnswer the research guestions. The goal
is tc¢ rrovide a vehicle which may shed 1light intc these

guesticn areas.
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III. COMMUNICATION DEGRADATION SUBHMODULE
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A. INIRCDUCTION

A transparent cormsunications system is one which fpasses
informaticn from one subscriber to another in real time with
ro lcss of content. Real time transfer is possible ir a
laboratory with contrclled message input and output. In the
real wcrld of the U.S. V Corps, Federal EFepullic of
Germany, transparency is a myth. 3Blue communications in the
region face three forss of degradatiorc. These degradaticns
would easily tawart ccamucication., support for the interdic-
tion fcices if not taken into consideration in ccmmunica-
tions [planning. Cefini tions of functional forms of
degradation and how they effect coamunications are kriefly
discussed Ltelow.

1. Environmental Degradation

—

Enyironmental Degradation consists of two catego-
ries, natural ard hardware. <This form of degradation should
not te confused with the the human induced Red ard Blue
Force Degradation discussed in later sections.

Ratural Degradatiom is the sum total of the effects
cf such occurrences as atmospheric turbulence (ionization
and storzy weather), terrain cover (trees and buildirgs),
tackground electronic interference (car ignitiomn systeas,
rower lines, c¢oamercial TV and radio stations), acd pcor

grounding eifects (scil grades and absorption rates).

Hardvare Degradatiom results from a coabinaticn of
veather extremes, both hot and cold, and Lumidity levels
which nct cnly effect the orerating tolerance levels of
electronic equipment but also effects their serviceatle
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lifetimes. Thkis form of degradation also takes into conrsid-
eraticn the normal lifetime of a piece of ejuipment and its
mean time Letween failure.

Environmental Degradation may be simulated irn
several ways. The simulaticn results, however, would be
highly suspect due to the vast number of assumpticrns that
would be necessary. Reliability Theory can be systemat-
ically applied to determine the Mean Time Betweern Failure
{MT3F) and Mean Time Tc Repair (MITR) of a 1link.
Cichotories exist between the assumption of indeperdent and
identically distributed Exponential random failures and the
data that is availalle from ofperational experience. MIBF
and MTIR data is calculated Ly component in a laboratory.
When MIBF and MTTR are computed, we are actually finding the
achieved availability. This method assumes no administra-
tive, logistic, or rreventive maintenance downtime. In an
operational field environment, however, a component failure
within a communication van does not necessarily mean a link
outage; in fact, the failure may not have an impact at all.

Cperational data is available only on actual link
nonavailakility time. The nonavailability time may Le the
result c¢f atmospherics, egquipment, @mutual interferernce,
operator headspace, power surges or a host <c¢f ©other
degrading causes. The actual reason for outage may rever be
known, and that makes the systematic application of reli-
ability theory difficult at best. Environmental degradation
is very difficult tc measure if we attempt to look at the
rultitude of influencing variables individually. However,
reams ¢f historical data are availatle £from revious
training exercises ccpducted in the V Corps region over the
last 40 years. This data spans all seasons and gives an
approxizate sum total effect of the environment on 1link
availability. 1In Tatle III, for example, we can see that if
irformation is routed over a microwave systen that did not




reguire a relay between the subscribers, then the cpera-
tional availability wculd be 95%. Operational Availalility
is defined as the rprokability that a system or equigpment
will cperate satisfactorily when cailled upon in arn
cperaticnal environment.

TABLE III
Envircnment Effects on Link Availability in Germany

Entit Attribute Average Operational
----- y R SRvaniabiitey e
Microwave No relay 95%
Microwave One relay 90 %
UHF No relay 90 %
UHF One relay 80 %
VHE No relay 35%
VHE . One relay 90%
S/C Radio No relay 85%
S/C Radio One relay . 70%
S/C RWI Wire Integration 80% °
Ao= Crerational Availabilitg =(MTBM)/ (MIBM+MDT)

= (cperatiomal hours)/ (total hours required)
AIEM .
=me€ar time between maintenance (scheduled or unscheduled)
MD1T
£¥¢an maintenance downtime (includes scheduled,
unscheduled maintenance, administrative and
%gg%stlc delay tiges

e - -

It is recommended that using the available mean data
for the gecgraphical region is the best estimate. Siaply
test ty Monte Carlo, if nonavai;ability results, then the
actual outage time should ke an exponential draw cf mean:
(j&) = (1~.95) x 24 hours= 1.2 hours for the Micrcwave
Systenm in Table III.
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2. Eed Force Interdiction
BFI consists cf all attempts to either actively or
; passively interfere with Blue Force transmission of informa-
tion. Active interference pmeans the use of Electronic

Countermeasures suck as jaamming or destruction by fire.

Passive interference means the mnmutual interference cccuring
vhen Fed Force (RF) subscribers are attempting to transmit
on the same channel as BF users. Nuclear muniticns also
have a disastrous effect upon the frejuency spectrum, but
are not intended solely to degrade Blue communicaticns. 1In

fact, these passive degraders cften effect Red communication
as much or more tlam Blue, and are considered in Red
irterdiction planning.

This thesis attempts to define the parameters neces-
sary to determine tte impact of various Red interdiction
efforts upon Blue ccmmunication. It is not an in derth
analysis of all facets of Red Radio Electronic Combat (REC).
"Most prckatle" guesses, with credible backup sources, are
prade abcut Soviet intentions and capabilities . Scviet
electronic interdicticn and the resulting Blue degradation
are anpalyzable through the use of Signal Detection and
Protalkility of Hit ard Kill Theories. More study and detail
will le necessary to develop a detailed algorithm. The area
of passive interference is discussed <£from the nuclear point
of view in a somewhat deterministic amanner; the problea of
putual Elue/Red 1interference in the frequency sgpectruam,
although encrmous, will not be discussed.

Elpe Force Net Congestion Degradation is discernatle
in two areas, trunk congestion and terainal congestion.
These ccngestions result from the overloading of eitter

trunk or terainal systems with messages at a point in time.
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An understanding of the causes of message delay is important
Lecause system planning can usually alleviate most
congesticn. Congesticn 1s currently a resolvable prcblen
p facing the coamunications staff prior to the start oI the
war. It is extreaely diff icult to isolate, analyze, and
ﬁ solve once the war has bejun.

t B. RED FORCE INTERDICTION DEGRADATION

1. Introduction

This section of the thesis is not intended to be a
fully developed, matture submodule becauase the subject matter
is highly cecmplex and can be a thesis topic in itself. The
section is critical to the credible development of the BT
communicaticns availakility. Major points of dinterest are
discussed and a sketchy algorithm is presented in lieu of
just ignering a vital player in the Communications Module.
Further analysis of this area is mandatory. Inherert in the
analysis of RFI are the explicit tasks of:

e Cetermining the Soviet strategic and tactical priori-
ties relative tc the BF coammunications.

e Analyzing Soviet intentions based upon their scientific
approach towards BF commupication in a war scenaric.

e Discussing both input anpd output parazeters and how
they would satisfy the demands of other submodules of
the ccmmunicaticn module.

e Leveloring a relatively simple algorithm which
considers the rpertinent areas of RF interdiction and

5

the BF ability tc ccunter RF 1interdiction. (Note:
actual capatilities are highly classified and should be

i T

handled as parametric inputs to submodule. They are not

. g

discussed here.)

| LN
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2. cSoviet Strategic apnd Iactical Priorities

The first task is to determine RF strategic and
tactical priorities that relate to BF commurications. A
noted Scottish scholar on Russian affairs, J.D. Douglas
states:

To the Soviet, Leanir taught that war is the continuation
of rpelitics. apitalism.. . 'should be eliminated ty the
revclutionary struggle.. . under the conditiors of
geaceful ¢o-existerce. The Soviet must be prepared_ for

he uafg %t gguld like to prevent, particularly, nuclear
war. ef.

Prevent is the key here. The Soviet Union emphasizes that it
must have such overwtelming superiority, that no realistic
government would ever challenge their right to survive. To
N the Scviet, "pPrevention" means seizing the initiative and
pre-espting in order to disrupt the enemy's surprise attack.
Should tte world destabilize to the point that the Soviets
feel war is necessary to attain their wultimate gyoal, then
war it will be to its victorious end.
Tactics, Colonel D. Savkin, a noted Soviet author and Army
ctficer, states that nuclear weapons will be used with

suddeness and in mass throughout the BF deployment. The
objective is to destrcy armored groups, major command fposts,
juncticns of lines of communication, and critical rear area
objectives particularly the BF nuclear, air defense,
ccmmard, control, and communicatioas facilities. [Ref. 5 pp
190 - 1913

Narrowing the scope of this operational strategy to
the BF Corps, and using Soviet intonations as fournd in ofen
literatare, the follcwing list (see Table IV ) of targeting
priorities emerge as sequential events durinjy the early days
cf the next war. If these targets are not destroyed
immediately, the RF will continue to execute the jpricrity
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list. Ever partial success insures a greatly diminished BF
capakility to resist for more than a few days.

TABLE IV
Red Porce Tactical Objective Priority List

Tize Seguence Cbjective Priority
cf Execuition

Disrupt C2 of air defense
Destroy Patriot/Hawk Batteries
air-alr capakility
Disrupt C2 of nuclear
caga le units
Destroy or capture
nuclear units e
Neutralize C3I £facilities
Destroy juncticns of
lines of coamunications
Reserves especially armor
and artillery

~N oM £ W N
U« YU, I S RN S <] ¥Y)

The Soviets feel that these tactical objectives
within tke EF Corps can be attained at least cost Lty means
of a pre-emptory mass nuclear strike followed 'by deep
airtcrre and armored thrusts into the BF Corps and LCivision
Rear Areas of operation. Their success or failure in
attainirg these cbjectives early means winning or losing the
war. If successful, then BF political capitulation is
expected. [Ref. 6]

3. Soviet Intentions to Izterdict BF Communicaticns

The second inherent task is to analyze Soviet iaten-
tions, tased on their scientific approach, towards BF ccmmu-
nications in a ccmbat scenario. The scientific apgroach to
soiving military problems is ingrained into the Soviet staff
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officer's training very early in his career. This scien-
tific aprroach, as it applies to our Corps battle, covers
the areas of operaticns research, particularly cybernetics,
modelling, and network theory.

a. Operations Research and System Analysis (GREA)

The Soviets are heavily involved in the use of
CRSA techniques such as comltat modelling and network theory.
Extensive operational and predictive modelling is used to
determire reasonable probability estimates of <carryving cut
RF strategy given enemy capability and willpower. Network
theory is used to plan information, logistics, and troop
ucit flcw patterns that optimally fulfill operatioral
requirements. Extensive unclassified 1literature concerning
BF communications systems is available to Soviet rlanners.
It is reasonrable to kelieve that the Soviets could model BF
comnunicaticns systens. Using Network theory, they could
find critical links and choke points. These critical links,
if destrcyed, would severely hamper BF capabilities.

In Figure 3.1, the BF Common User Communicaticns
Network cverlayed on a portion of the EAD Coammunications
Zone is depicted. 1If Soviet Intelligence is able to find or
predict where critical 3F «ccntrol points and units are
located then a simple network analysis will tell them where
to 1lock for certainp "signature" types of communication
equipsent and where tc maximize the effects of interrupting
BF cospunication with commando or air interdiction units.

E. Cyberaetics

Fundamental to Soviet strategy is the Lelief
that successful combat operations depend mainly on the flex-
ibility and efficiency of the automated Troop Ccntrol
System. To expedite the solutions of problems tkat zight be
encountered in preparirg comkat activities, they feel it is
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Figure 3.1 BF Comaon User Communications Network

necessary tc formulate computer algorithas. Computers are
currently teing plapned for or used to encode and decode
inforration, to evaluate effectiveness of combat metlLods,
and to sclve target allocation problems. They are also used
to fuse data necessary for command in decision making, to

process data related to logistics and movement, and to make
calculaticns related to comkat readiness, specifically
- correlaticn of force determination [Ref. 7).

The Soviet considers communications as one€e of
the 1most valuable and vulnerable portions of automated

LR A
- . .

conmand and control systems. 1t General Titov states :
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Compunjcations is the Lasic means to _ensure_trc
contrcl. Loss of comaunications is the loss o tro
-. contrcl and_the _loss of _troop__control in Fatt
X 1nvar1aﬁly leads toc defeat. [Ref. 3 .
Lt. General Titcv
Yoyenny Vestnik #17,13571

Or
oF
€

B REC Doctrine establishes a recé'uirement to jam at crit-
) ical time Army - Air Force C2 and ueagon Syster compu-
nac%tlcns when they cannot ke destroyed by "fire power.

ef.

The critical command and control assets within

) 7 LR
Y,

the BF Corps that the Soviets Jdeem their highest pricrities
and the Soviet attack time sequence are iisted in Table V .
Attack sequence is f£cr RF air interdiction purposes. It is

safe to assude that Unconventional Warfare uaits already in

\ay

. BF rear areas would attack all areas simultaneous to create
mass confusion and detract from effective air defense
capatbilities.

4. Details of a Eotential
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Cesign c¢f this module is obviously a thesis in
itself, and will reguire a much more Jetailed excursion into
the Scviet mindset for planring and executing Intelligence
gathering efforts than is r[fresented here. This suksection
attenmrts to pinpcint the crucial "who, what, where, and
when" related to RF decisions that affect Blue
communications?,

The outlined RFIM, seen in Fijure 3.2, examines the
RF interdiction priorities and capabilities ard selectively
reduces the availability of certain BF links. The reduced
availakility 1links are rarametrically input into the

B /N e a4

i 1For mor detailed information ibOUt inteiiigepce
3 collecticn an fusico see  Gandy, _Intelligence Colledtion
e te chool, ~H¢énterey,

Manaqgement ,Thesis Naval Post3Jradia
C3117¢FT1a, ‘June, § g
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TABLE V
Red Force C2 Targeting Priority List

Attack Seguence Targeting List Priority

Automated Air Defense C2 . 2
systes éISQ-?BL & Communications
2 Automated Fire Planning/ 1
Fesource allocation for
nuclear capakle units &
compunication ;TACFIRE
3 Semi-autcmated i1ntelligence
collection and_fusion by ASAS
All Source Analysis System
4 Icgistic systems supporting 4
pdclear uhits and
govement cf special )
appunition & communications,
and reserves.
[Ref. 3]

Conmunicaticn Network database where updating of link status
takes place. - The RFIM list also goes to the Reconstitution

Submodule and to the Bon-operational Yaluation Process.

The Soviets intend to inflict grievous destruction
upon C3 systems using Unconventional Wwarfare and Radio
flectronic Ccmbat pricr to and 3during all phases of the next

war. The Soviets define tLhese terms as follows:
a. Unconventional Warfare (UW)

The UW forces conduct reconnaissance, esfgionage,
sabotage, assassinaticn, and interdiction of lines of ccmmu-
nications. U7 is designed tc weaken military capdhilities
of target ccuntry and support follow on <conventional mili-
tary ofperations. Tke Soviets have several nundred thousand
reorle directly involved in this effort. [Ref. 2]
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Figure 3.2 Outline of Red FPorce Interdiction NModule

k. BRadio Electronic Combat (REC)

The purpcse of REC is to limit, delay, or

nullify tke enemy's use of his command and control systens,

.

while prctecting Soviet systens by electronic <counter-

countermeasures. The aim of REC is to disrupt the enemy's

wrry
A

critical time phasing to the extent that perisnable infcrma-

v

’

tion (on which decisicns and orders are based) is oksolete.
Figure 3.3 gives a RF planning cycle for REC. [Ref. 3]

P ——T
AN

35

L RIS AR be st

w

FC I I
nE et et e e et et

R
LB
L'_
N
Lo
L F)
e
b
o
-
h

L
}'
1

3

|

A

13

X
L
Ll
e

b B
h
p .
. .
g
L .
-
h

\

L
g
-
b
V.
b
h

h

4




ELAPSED

TIME ummcnvmv! PRIMARY ' CONCURRENT

ACTION i ACTION UNIT/ACTIVITY

us |  witiaTes !
TRANSMITTER : COMMUNICATION |

DUAING SEAACH OF vied
10 osg":ﬂ"':;. E BAND [DENTIFIES U ; m“"" NoTES q COMINY

TRANSMITTER ANO RASHES | ANALYSTS

SECONDS . ALEAT TO ADF NCS ] ANALYSTS Y

: FLASHES ROF NET COMINT ANALYSTS
25 NET CONTROL | ::gu:‘slg‘c SEARINGS - PORWARD M6O TO
H L STATION TO . TTING & ANAL
SECONDS STATION (ROF #2) | ranGET TRANSMITTER 2 :'gco:tm ¢ ey
ss o | SIS
ROF STATIONS CX 70 ROF i
SECONDS SV AND #3 | MET CONTROL )
: < | REPOATS APPROXIMATE :
st C?N DS NET CONTROL ' LOCATION 10 mOTTiNG d
STATION (ROF 82} | gecnow ]
7
+ REFINES APPROXIMATE
11 < ;
SECO?IDS PLOTTING ANO | ALY ArauTG
ANALYSIS SECTION | LyaLvSiS AND COMINT
L]
2703 PLOTTING AND l i‘.‘.‘l%'.':fi’r? — ® JAMMING © comear
NMINUTES ANALYSIS SECTION - wmission 14

O FIRE -~ ® INTELLIGENCE

Pigure 3.3 REC Planning Cycle

A typical Radio Electronic Combat
go scaething like this.

scenaric rcay
A must assumption is that RF jcals,
cbjectives, and priorities are satisfied by attacking the BF
air defense (AD) C3 facilities The Scviet
rlanners would set out to develop a plan to allocate intel-
ligence gathering assets and then destructive assets to
degrade the Hawk/Patriot missile systems' C3. Map reconrais-

sance,

at Corgs Level.

electronic
to establish location cf AD
Ccmaunicaticns emitters are more difficult to f£ind
than radars.

human intelligence, intelligerce angd

sijnal intelligence are used
targets.
If radar is found, then communication emitters
pust e nearby. AL communication eaitters are easy to
interdict if a locaticn and approximate frequency is kncwa.
If and

or destroyed.

when a target is found, it is jammed,

deceived, BF compunicatiors 1in the AD arena
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are jam resistant. They have 1low susceptibility tc grouni
directior Zinding. They are secure to prevent decegticn.
They are highly redundant beth in equipment and in transmis-

sion path to [prevent catastrophic 1loss of inforamation.
Since standoff jammipg and deception efforts would fprctakly
te less than successful, the RF planners devise a plan to
attack AD with unconventional warfare teams and ground
attack aircraft.

At a plarned point in time (usually at tke start
of nostilities) unconventional warfare teams, already bekind
BF lines, attempt to jam AL "Air Battle Control" nets. E¥
equipred aircraft attempt to klind the radars. Ground attack
aircraft then attack isolated AD targets.

BF comnunications controllers assess ccmmunica-
tions degradation and allocate backup nets and eguifpment to
cverccme degradation cr non~available links both in the real
worid and ir the model.

If we examine each process within the degrada-
tion scerario, we can see many explicit and implicit deci-
sions that rust be modelled on both sides. Table VI lists a w
few of the decisions made over the course of plannirg and
executing the war fror the Soviet point of view and then the
counterirg decisions froa the BPF point of view.

-
P
-
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Figure 3.4 depicts the BF Corps Area unider UV
ard REC attack. The shaded zones near tne line cf ccrtact
(FEBA) depict the best military judgement probaltilities of
radio-electronic intercept, Jirection £finding (DF), and
jamming usage. The scfter underbelly areas in the Civision
and Corps rear areas depict the employment of GRU, SEEZNETS,
and airtorne ccmmandoes whose specific mission is to
maximize disruption in the rear area, seize or Jdestroy
nuclear ammo and delivery systems, destroy air defense
systems and associated command, control, and coamunicaticns
facilities. The ability to penetrate forward defenses is not
an issue, hcwever, assuming penetration, the probability of
mission success is an issue. Mission success depernds ugon
commando search and detection cagpability and the ability of
the BF electronic counter-counter measures to rwask EX
emissions and exgploit anti-jam technijues.

¢. The Nuclear Question

A mass nuclear attack upon key installatiocns in
the Ccrps and Divisicn Rear Areas would temporarily klind
all tut +the most hardened of communications systems as a
result of the Electrc¢c-Magnetic Pulse (ZHP). The ability of
communicaticn links to be restored depends upon classified
technical arameters of each systean, the distance from
ground zerc, and the atmospheric conditions. (The character-
istics «can be input as parameters and obtained tky tatle
lookur for the module.) A nuclear air burst at 50 XM height
can kncck cut communications in an eatire theater fer a
period cf time. It is pointed out that this would effect
toth BF and RF ccmmunications and would most likely cccur at
the tegirning of the war. This tactic maximizes the effec-
tiveness of the side that has done the best planning ani
needs nothing more than ncn-electronic signals tc execute
Flans. In the module, nuclear attack faraaeters can be
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Figure 3.4 RF ECM Interdiction Zones

handled the same as any other attack except that the prob-
ability of reduced availability for most links would Le near
ore. After a period of time, links regain availakility
levels dependent upon their distance f£rom the burst. Cuickly
follcwing this mass strike are armored assaults and airltorne
insertions. After this, the mcst likely interdicticn are by
ECM trained commandces and wmanned or unmanned jazmers
remotely emrlaced in the rear area.
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C. BLUE FOKCE NETWORK CONGESTION AND DEGRADATION

1. Introduction

Ine purpose cf this section 1is to deteraine the
probatility of messages being delayed2 and the £xpected Time
¢f Delay for Blue comsunications traffic and network arcti-
tecture. This submcdule has been developed in detail and
has reacted the "stand alone"™ level of maturity as far as
the algorithm is concerned.

Thrcughout this secticn, analysis will ke made of
the multichannel systems and termiral ejuipment suppcrting a
Tactical Ccuirand Post (see Figure 3.5) to determine the
cause and effects of trunk congestion and terainal eguifment
congesticn. Trunk congestion refers to the overlcadirg of

circuits that flow over the 1links between nodes. The busy
signal cne receives after dialing only the area code or
prefix of a telephone rumber is called a trunk busy sigral
and is ar example of trunk congestion. On the other hand,
termiral congestion 1is caused by bhaving too few telerhcne

instruments available to meet a given trunk demand and is
indicated ty a busy signal received after dialing all the

numbers including the 1last four. The hardware layout
depicted in Figure 3.5 1is similar £for all communications
architecture variaticns. Analogous situations occur in the
use cf single channel net radios. The busy signal here is

not a nagging phone tusy tone, but the operator is keenly
aware that someone is transaitting; his net is busy Lecause
his radic receiver is "seized" by the current user ard he
cannot transmit effectively. He must wait for his freguency
to clear to transmit, Jjust as the tele;hone subscriter must
wait fcr a circuit tc¢ become free.

- G G - - - -

23 fairl¥ gocd measure of effectiveness of a service is
provided L he grotablllty that an arrlvzng customer will
not ke gi ven 1mme iate service, grobaolllty is called
the lcss rrobability cr the delay QtOQQ_;thX.
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“essage Traffic Database

This portion cf the module (see Figure 2.1) requires
a communications regquirements database to Lbe loaded into the
network architecture to provide the "all other™ traffic
which the Blue Interdiction Force comminications must
compete with £for electronic patas. The only database
currently available is the Communications Support
Requireaxents (COMSR) [Catatase.

The COMSR Datakase is a file of communications need-
lines owned by the US Army Signal School, Ft. Gordoen,
Georgia, and stored at the Data Processing Field Office,
Fort leavenworth, Kansas. The database was originally ftuilt
using the Celphi technigues at the TRADOC 3ranch Schcols,
Eut has fallen intc a state of disrepair and disfavor
tecause it has not beea updated and revalidated in recent
yearse. However, CCMSR possesses the only past validated
communicaticns needlines and data elezents in the Army. Near
term requirements call for revamping and updating of the
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original CCMSR, prokably using the data elements and proce-
dures developed during the Battlefield Communications Keview
cn Data Distribution.3 (see Table VIII) The new database
will te updated using Delphi techni Jues. Simplificaticns
and a reduced numler of data elements will hcpefully
encourage the Branch Schools to regularly update their
communicaticns needlines in order to keep the database
viable. The data elements discussed below are the most frob-
able and <closely resemble the data elements that are
discussed in the Message Vector section. The Communicaticns
Module crly needs the approximate load over each circuit to
give a good "ball grark" estimate of the probability of
klocking ané the average delay tiame.

Cnce the entire COMSE, to include voice, record
traffic, and data mcdes is updated a valuable datalkase for
ALIM will exist. Nctice elements six and seven, these
€elements depict a type of price tag or value for each
message. The values are actually determined by the TRADOC
Eranch School in conjuction with the Combined Arms Center on
a messagje Ly message ccomparative basis.¢*

3Ferguson, Mlchael. GS 13 USASIGS, Ft. Gorion, Ga. ,
Teieccn z8 March 84, ith authér.

8Ffor _more infcranatichn See CGVS dynamic Value
Deterginaticn for rotential usage.
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Takle IX depicts the CCMSR Bubble Sort prograa for a
typical Tactical Command Post. It is the responsibility of
the Rcuting Submodule to initially select the routes over
which all COMSR traffic flows. For instance, the heavy
voice and data load between the Tac¢ CP and Main (see

Appendix D) will Le routed primarily via the multichancel
10S VBF system connecting the two nodes.

TABLE IX
COMSR Needlines: Tac CP to Other Users

ACS ADA Bn CCEPS AircCR CEWI 3n CORPS ArmCS
COEPS TAONZP 4HC CORPS
DIV MAIN —DIVARTY
Reinforcin TACIICAL ce S ENG CO
DIV MAIN g

Adjacent DIV FSE
BDE MAIN Sij “Bn BDE Main S502C0A TACAIEK CP

The COMSR database has files which give the fara-
metric details of all tratfic passing through, between, or
within ncdes and subscribers, respectively. These parareters
are necessary to match with the Routing Submcdule
rarameters. A few file definitions are in order:

ZI¥pical Unit Number (IUN) Eile: A file 1used in
conjunction with a CCMSR Jatakase. Its primary functicn is
to prcvided a converient index for all unigue, Table of
Crganization, and Equipment (TC&E) specific units.

46

- - -
R

. L
A L S A




.......... Call e Al e Dt S g A ™ ANl (M LS SRR A el * A" A R GRS A o U i A AR A~ e GBS el i oiai-ad oA i

SEEC...Specific Unit File: A file used in conjunc-
tion with the COMSE datatase which organizes the units
contained in a database into a desired force structure.

Inter UOnit CCYSR File: A communications reguirement
(file) to rass information between two or more individuals,
assigned to different TOE units, and not in immediate prox-
imity to each other which nmust be satisfied to accomplish
assigned mission.

Intra unit CCMSR File: A comaunications reguirement
(file) tc transfer between two individuals, assigned to the
same TOE unit, and not in the immediate proximity to each
cther, which nmust ble satisfied to accomplish assigred
functions. [Ref. 19]

-

3. General Scheme of Operation

The Database is loaded into the ©EKouting Sutmodule.
The Rcuting Submcdule then provides:

1. <Cczaunications traffic requirements Letween sigral
centers (nodes) prior tc routing.

2. Traffic summaries along links between nodes after
rcuting.

3. Lccal and 1lorng distance distribution of ccmaunica-
tions traffic.

Cnce the traffic has Leen routed, arcival rates and
service rates during the wcrst case ‘'“busy" hour can bLe
determined for eaca circuit. The parameters needed to deter-
mine klocking probakility and expected delay time are the
arrival rate, service rate, tyre jueue service, and, if more
than cne coamunicaticn node is involved, a list of seguen-
tial gueues (nodal switchboards). Given the blocking prob-
ability for the BFI traffic that 4is being -explicitly
modelled, Monte Carlc methods can deteraine if the message
will re klccked. If the message is blocked, then add the
delay time to the message vectors elapsed time <clcck
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N parareter. The message vector is then forwarded to the next

Tj gueue wltere Ylocking prcetakility and delay time are

determined.
Incidently, the Army currently owns SINCE or

Simulaticn Communjcation Electronics Model, a computer tased

sinulator model designed to simulate military communications
architecture using CCMSR. However, SIMCE requires manually
inputting all routing proceduresS for each message, is
inflexible to changes in network design, and has not been
used successfully in ten years.

4. Analytics

Festated in mcre familiar terms, the critical gques-

tions that need to be addressed by this submodule are:

1. What is the probability that a comamunicaticns user
will find all channels kuasy?
2. What is the average delay time experienced if user
fipds all channels busy?
A major premise of this thesis is that it is futile to
attempt to explicitly and exactly simulate communicaticns
flow through the Argy Tactical Comaunications System with
its three generations of electronic componentry and the
equally wvariable future communications architecture as
descrired by the Integrated Tactical Comaunicatiorns Systen
1976 ,197S9, 1981, 1984, and future revisions. By examining
the prccesses of the communication traific, we can apgply
Telepbone Iraffic Thecry (III) in order to obtain an aprrox-
imate answer to cur guestions at a great savings of manpower
ard ccmputer processirg time. If the communication mcdule is
tuilt in this manzcer, then it will be possible to

rarametrically input whatever technical specifications,

"4 SLiscussion of _a simpler, more responsive routing proce-
dure 1is rresented later 1n the Routing“section under Minimum
! : Spanning Tree.
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€quigments, or architectures that are being analyzed ¢ty
simply varying the channel capacity, routing, sgpeed of

transgission, load, etc., that effect the arrival and
service rates. Petr Beckmann, a noted TIT specialist,
feels:

The facilities needed to realize a telephone conversa-
tlcn betveen two subscribers of a network are exceed-

¥ con ex. One of the {leasant aspects of Telephcne
Traf ic is the fact that _ one need not excessivel
CONGErn hlmse f with these ccaplexities in detail. (Mos
equl ment)...function and details of operation are
irfrelevant to traffic theory. [Ref. 10]

Yessages are assumed to have Poisson arrival and
Exponential service times. These assumptions are validated
ir nugercus studies of telephone traffic data and dc not
present a controversial issue to communications experts.

In a communications network every nodal switchloard
acts as a separate gqueue. The traffic flowing thrcugh. the
links stops at each ensuing switchboard (even if for only a
micro second). In Figure 3.5, when the G3 picks urp his
phone, he may or may not receive a dial tone from the switch
at the TAC CP. The switchboard represents a type of gueue
called a terminal gueue. Assuming he gets a dial tcne, he
dials his first four prefix numbers. He may or may not
receive a Ltusy signal from the Comzand Node switchktcard.
This switch represents a queuing process called a network
trunk gueue. This prccess goes on for as many switckkcards
as are transitted. Ctviously, tae more nodal switchboards
transitted, the nigher the protability of being blocked, and
tke lcnger the expected delay tine. This process is intui-
tively appealing, esgecially to readers who have used the
Autovcn systenm.
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There are two basic types of switching service
facilities as shown in Figure 2.6 . In both, subscriters are
assumed to call at randoa times and thus occupy c¢ne of the
available service charnels. If the call arrives at a tiae
when all the 1lines are busy, the subseguent treatment
depends cn the type cf service system for that circuit. If
these calls are turned away (e.g. a busy signal) the systen
is called a loss system because it loses all memory of calls
arriving at times wten all the channels (see Figure 3.6 A)
are tusy. Cn the otrker hand, calls arraiving when all the
channels are busy may form a gueue and wait until service
Fecomes available wufcn successful completion of service in
the chanpels. This <c¢ccurs for telephone devices that hold
tiocked calls.  Such systems are called delay systems. If
the number of customers in a holding jueue is linited (e.g.
based u,on storage capacity or number of automatic rercut
tries), the result is called a combined 1loss and delay
systemn.

The behavior of any gueuing service syster is
derived frcm the wutilizaticn factor or traffic intensity
(denoted_Q ), which is the call rate (denoted_ZL) divided by
the service rate (dencted_LL). The load, a basic ccncert of
traffic, is the prcduct c¢f the <call rate and the mean
holding time. Although the load is obviously a dimensicn-
less guantity, the lcad is measured in units called ERLANGS.
For example, a certain type of telephone line that handles
50 calls per hour with a aean duration c¢f 3 minutes (1/20 of
aa hour), has arn eguipment load of 50x(1/20)= (4CL) 2.5
Erlangs.®

-y - 4 - -

¢ One of the <classic results in tne study of telerhcne
traffic 1s the formula for delay given by Danish engineer
d.K. Eriang in 1917. This is for "a random call input to a
fully accessible sinrle trunk group with the holding tinme
€expohiential and calls served in"the order of arrival.
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TABLE X
Service Available to Subscribers

Icss Systens Delay Systems
Poutine Calls over S/C Higher Precedence Calls
Net Radic over S5/C Net Ekadio
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over Common User Systen over Common User Systern

Store and Forward Data
Switches

Air Deifense Comaunicaticns
Systen

S1

X § . Co PR

. . -
PSP Y ey




EF network ccngestion

is a «critical part of the
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Cperaticral Network Fecord is updated. A massive change to

the Cperaticnal Netwcrk would trigger a zeed for a coir;iete
review of heow the Routing Subzodule loads the natwork (i.e.
a complete run of the ROUTE Sukmodule again). If mincr ucn-
availatilities occur, then the FEKeroute Process infcras the
Non-Cperational record. This results in the message tran-
sitting tre first alternate route, which is already stored
in the message vectcr. The EKeroute Submodule then inforas

the lcaded Network Record and the arrival rates of the dcwn

link are added to the alternate routes using the <same
decomposition technique that is discussed later in Figure
2.9.

The arrival and the service rates can te maintained
a3 either aggregate c¢r as individual rates by precedence. As
seern in Figure 3.7, if we desire a lower level of resclution
(aggregated across precedence levels) then the link's aggre-
gate arrival and service rate is used and Blocking fprck-
abpility dis Jdetermined by the Erlang B (Luss Service)
algorithr or by Erlamg C (Held Service) algorithn. Celay
times would then be computed. Lower levels of resolution
would te helpful in analyzing architectural rplanning
rroblens.

If a higher resolution is reguired then the
kecursive egquaticns (see Table XIII) woulid ke used with tke
arrival and service rates by precedence being forwarded from
the lcaded Metwork Reccrd. Both the lower and Lkigher reso-
laticn frocedures output a gprokability of delay ard an
expected delay time. This information becomes parameters of
tie message vectcr. Higher levels of resolution are helpful
in anaiyzing individual message audit trails and systen
values ty rrecedence.
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6. Ihecretical Justification Zor Traffic Aralytics

a. Simulating Loss Service Facilities in Aray

switches

our G3 (see Figure 3.5) has selected the voice
telerhone means of ccanmunicating with a Brigade S3 for a
routine call. This action puts him into the circuit switch
systenm which utilizes the Loss service discipline. In the
case cf telephone calls, the customer arrivals are given as
call initiations; the service <channels are the availakle
circuits, and the service times are the holding or call
duration times. No gueues as such exist since Army circuit
switching facilities have no rprovisions for holding calls

that cannot be imnediately connected. These calls are
cleared in cne of twc ways: they are either rejected Lty a
tusy signal, cr returned to the previous switch for
rerouting. In eitler case, the' calls are 1lost tc the

facility being negotiated [ Ref. 10].

In TTIT, " the ERLANG B formula gives the fprob-
ability that k «cut cf ¢ parallel service channels are busy
giver the wutilizaticn factor or offered 1load. The prob-
ability that all ¢ channels are busy and that, tkerefore, an
cffered call will be lost is seen in =Zguation 3.1 . A shert
Fortran prcgram for deteraining this is given in Table XI .

pC C=#BUSY CHANNELS

cl
PLoss” § O
T

K=0 K,

(3.1)
K=+TOTAL CHANNELS
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TABLE XI
Determination of Erlang B Values

MMAX = LMAX/LSTEP
MMIN = LMIN/LSTEP
DO 60 M = MMIN, MMAX

C TAPE 5 =INPUT, TAPE A = QUTPUT
REAL LOAD, LuMIN, LNAX, LSTEP
INTEGER C, CMIN, CMAX. CSTFP

DIMENSIGN FCTRL(insert CMAX or greater) AM =M
READ (5, 10) LMIN,LMAX,LSTEP,CMIN,CMAX,CSTEP _L?AD = AM*LSTEP
10 FORMAT( ) SUM = 1.
FCTRL(1) = 1, DO40K=1,C
DG 20 J = 2. CMAX TERM = (LOAD**K)/FCTRL(K)
RI=d 40 SUM = SUM + TERM

45 PL = TERM/SUM

= RJ* -1
20 FCTRL(J) = RJ*FCTRLWJ - 1 WRITE(S, 50) L3AD. PL

D@ 60 C = CMIN, CMAX, CSTEP

WRITE (6, 30) C . g Zgﬁ;ﬂég )
30 FORMAT(include desired headings here) Rhes
STOP
END

E. Simulating Held Service Facilities in Army
Switches

Oour G3 kas selected the computer terrinmal to
send electrcnic amessage traffic to the Brigade S3. This
action puts him intc the Store and Forward Message Switch
System that utilizes Elocked Calils Held service disciplire.

The calls that do not <£find an idle facility are
Elocked, but are held and delayed in order to be ccnnected
wvher a path becomes available. 1In the simplest case, calls
are held ty a human telephcne operator or a aemory device.
The switch holds the originator's line or promises to call
tack wken a free line is available. The subscriber who, on
teing blccked by an automatic facility, redials ais call at
fregquent intervals until his call is conunected, in effect,
also jcins a gueue cf subscribers waiting for Held service
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[Ref. 103. The G3 uses a type of Held service if Le chain
dials until he gets an available circuit. Chain diallirng is
a reasonakle assumption especially if the call is cf a
higher level of urgency (as aill marginal traffic will Le)
and the message must get through to the distant end.

For telerbone, data, or teletype traffic, the
service teld queue can be described by the Erlang C formula.
For large numbers of calls the probability of blocking is
equal to the probability of delay, in cther words the [frob-
ability that all channels are busy eguals the ratio of
delayed to offered calls in Eguation 3.2 . A short Fortran
progran for finding Erlang C Values is in Table XII .

,OC

p =
DELAY (___)
P +C' 2 KT

(3.2)

C=#BUSY CHANNELS K=#TOTAL CHANNELS

If we are looking for a way to £ind the delay
times for each precedence level we may use the fcllcwing

cConcegts.
7. Bigh Rescluticn Capdidate

a. Precedence lLevel, Preemptive Resume Queue

Introducicg a priority structure into a message

set influences the expected value of the time that each

precedence group spends in the gueue, Intuitively it is
clear that a priority system would allow higher precedence
messages to pass faster than a non-priority discipline and
conversely lower precedence messages pass slower than in a

non-gpriority system. (See Figure 3.8).

Py Y
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TABLE XII
Deteramination of Erlang C Values

LINES 1-40 FROM TASBLE XT

40 DIMENSION F(insert C2 or greater) 150 LET S =1

50 READ L1, L2, L3, Cl, C2,.C3 160 FORK=1Ta@cC

60O LETF(l)=1 1TOLET T = LTK/F(K)

0 FORJ=2TOC2 180LETS =S+ T

80 LET F(J) = J*F(J = 1) 190 NEXT K

90 NEXT J 200 LET P = LYC/LY(C + 1)/C + F(C)*(1-L/C)*S)
100 FORC =C1 TGO C2STEP C3 210 PRINT L, P

110 PRINT *C =" C 220 NEXT L

120 PRINT *““LOAD’, “BLOCK.PROB.”™ 230 NEXT C

130 FGRL =L1 TO L2 STEP L3 240 DATA (insert vadlues needed in line 50}
140 IF L > C THEN 230 250 END

RC=C

IF(LGAD.GT.RC) GO TO 60

and replace statement 45 and the next by

45 PD = (LO‘AD“C)x(LO:\D“(Co!)/RC'FCTRL(C)‘(1.—LG:\D/RC)'S)
WRITEL6; 500 LOAD, D

E. PReguired Cperational Assuaptions

The use cf Telephone Traffic Theory seems to be
an ideal agpgroach fcr analyzing the complexities of deter-
mining delay times 1in tactical coamunications systeas.
Several assumpticns are required ia order to use queue anal-
ysis techniques. One assuamption is that if a subscriter
receives a busy signal, then he will hang up and continue to
redial until connected to his distant end. This assumption
allows the queue discipline to be one of "blocked calls
held" instead o¢f “"Llocked <calis lost". This step is
justified by the studies of J. Riordan and BR. Wilkerson
which resulted in nuserous putlications in the Bell Systenm
Technical Jcurnal. The most significant is an article by
Riordan in which he contrasts the Erlang C gueue with randonm
service queue. In determiping delay times for random crder
of service, the article reports that the mean delay time is
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[Ref. 11 p80]

Figure 3.8 Priority vs. Nom-Priority Queues

approximateily the sage as for an ordereld FIFO discipline.
This is remarkaktle and convenient since the E (delay time)
for rardcm crder £ service is not "closed form "™ solvatle
kit FIFO service 1is sclvable [Ref. 8] and [Ref. 9]. Petr
Beckmann states that:

Randcm order of service in telephone traffic occurs when
subscribers hold tteir own calls by constantly proking a
busy facility (outside lines serving their extensioas,
an e€ngaged number long distance tfunks etc.). _The
sukscfifer whose a{tegpt ccees first 3US£ after a lirne
has become available_ is so favored only by chance. H{cre
imgcrtant, modern telephone ejuipment includes switcaing
systems wnere contrcl egquipmedt for setting up paths is
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the Inderendence Assugption as follows:

SR S .T.'-‘.‘T

b}
Q4

commcn to veral sw chlng devmces,_ and this ccntr
S in randon rder.

se
eguirment handle delaye

ef. 10]

Anotker important assumption concerns the inde-
pendence o¢f interarrival times and message lengths at
queues. A recognized difficulty arises whenever networks of
(tandem) queues are apalyzed. This difficulty rests with the
assignment of a delay to each message. This assigrment gives
rise tc a dependency ketween the interarrival times and the
lengths cf adjacent messages as they fiow from one gueue to
the next gueue. One can attenpt to satisfy this difficulty
ky refering back to the origiral G3 message generator
discussed frreviously (see Figure 3.95). Eis messages are
assumed to be ©Poisscn arrivals even tkough his message
interarrival times ard lengths are indeed dependent. The
Foisscr assumption is valid because the collective interar-
rival times and 1length of messages generatea by the entire
populaticn of subscribers exhibited an independence, i.e.
the message lengths generated by the G3 at Corps are
completely indererndent of the arrival times of ©messages
generated by the G1 at Division or the S2 at the abda
Fattalion, etc..

Carrying this reasoninj forward to analyzing the
internal, nodal gueue to ncdal gueue network, one can also
make this itdependence assumption. There are from 12 to 96
channels transmitting or receiving messages from one node.
The multiplicity of circuits in and out of each node ccecrnsid-
eraktly reduces the dependency tetween interarrival times and
message length of tte consecutive messajes as they enter
subsegquent queues within the retwork. [Ref. 11]

Leonard Kleinrock, a noted TTT taeorists, states

Bach time a message is received at a node, a new_length
"yt is hosen cr this message <Lrom _the :ollowlng
prohaulllty density function in zZguation 3.2 .

c9




A= ARRIVAL RATE

It is clear that this assumption does not correspond to
the actual situaticn in any practical communication ret.
Nevertleless, its mathematical consequences result in a
model which accurately describes thé behavior of the
message delay in many real nets.

He validates this assumption through simulation in [Ref. 11
PP 50 - 56]. This equation is imkbedded in tke theory of the
Recursive equations and is not a conmputational reguirement
of this sulkmodule.

The tottcm 1line is that for a large number of
calis within the overall system and the above assuamptiors,
it is pcssille tc analyze a randoa order of service problem
such as a subscriber continucusly rediallirg if he gets a
kusy sigrnal using TTT, and in particular using calls held
service. We can analyze a tandem Jueue situation by locking
at each rodal gueue ipdividually.

B8y decompcsing the arrivals (allowable by the
Poisscn Agsumption) into a numkber of branches that can be
analyzed as single server queues (see Figure 3.9), it is
possilkle to make maximum wuse of the work accomplished by
Cobham, ®hite, and Christie. Additional criteria for this
queue mcdel are that there are a total of P different frece-
dence classes. The messages from each precedence class
arrive in a Poisson stream at a rate of (J&p)- each message
from class P has an exponential service time with mean Luﬁ.

The discipline considered in this aodel is the
fixed priority svster with c[preemption. If a message of
lower priority is preempted Lty a higher priority then it
"resumes" from the pcint of interrupt to complete the lower
priority message once the higher priority has been ccmpleted
{Ref. 11 pp.73-74]. The assigned priority remains fixed in
time. These criteria do not remove us from the reality of
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Figure 3.9 Decomposition of Arrivals

military telephones systeans. On the contrary nrmilitary
priorities are fixed into Flash Override, Flash, Inamediate,
Priority, and Routine precedence levels. Any queuved Flash
has a hicher priority than ary gueued 1Immediate regardless
of the message entry time into the system. 1If the Immediate
callier is preempted then the caller would redial his call,
get a conmpleted circuit if a channel was free, and continue
with his conversation.

The egquations that are used are defined recur-
sively as follows in Table XIII . An important concert that
effects the arrival rate is the deteraination of tne Busy
Hour. Fcr the busy hour to be more realistic each func-
tional area would need t¢ designate the percentage of
traffic sent and received over each hour of a twenty-four
hour period. This is possitle, however, not discussed in
this thesis. The busy nour slice is 15 ¥ of COMSR traffic
and represents the comaunications system peak lcad hour
which may or may not be an individual functioral area peak
load tinme.
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c. Procedure For Determinirg 4Yean Delay Tices

] 1. Determine tlke busy hour traffic by taking 15% of
& . .

tctal traffic over the link beiny analyzed.
2. Determine (23) fron®™pessages transitting lirk (.ie

messagestrarsitting per busy hr / link capacity).

3. Determine average service times by precedence tten
(_ﬂp = 1/(service time)

4. Use recursive eguation to determine average delay,
D(ip), for each precedence level for that link.

S. Examine rotte chc¢sen for BF traffic. Sum the
average delays for particular precedence across all
transitted links, (S):Z:”Dip , 1=LINKS OF ROUTE

6. Draw random variable from EXP (S), that is actual
delay time fcr that message
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TABLE XIII
Recursive Equations
DP = DelayT»me ’Fo:— the P+h Prece.de.nce Level
Z>\p Q= Zzop "é' Pe* %f;
_FO- FLASH OVERRIDE F - FLASH,T-TMMEDIATE f- PRromTi__
R- ROUTINE
DFo = Z%ij‘%[] —"p’:{l ', Can be used for Daggr.-eggj-e
-p . .
£ — e — )
De = u;+ (ﬂp+#vo)+p‘°DF°7 ’—'Zpr1
Dr ="':*'ZIO( +—)+ZDD] [1‘2 P;
LILLL 1=F i
B SPr COJQ; DP ko | \ FO-
. — +). Pi(=—t+=—)-0D|4-Yp
DPr .L"SP"i-Pr AL M e- 2 (,Uﬂ, M,) 'qi.ﬂ : | gf,
_- Sk i)pi + DR+§D.<_L +—‘—>.’. ;.%op
DR PL'-SRhR:U‘i Mg = Pr ! uR Hi/|’ is?«'i
S; =_;gp:] SR-[DR] SP,=[%*QJ
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Pigure 3.10 Tandem Queue

If the BF Artillery was making a flash cverride
call to EF Intelligence the routing in this example would be
(Phone 1-11-01-02-Phcre 2). To calcalate the expected delay
time for fhcne tc phcne connect just sum the expected delay
times for each link as determined above and listed in Tatle
XV . If only one call is being simulated ther make a random
draw using Exponential with mean 2.28 seconds. If several

calls are expected (in the lony run) Jjust use the average
2.28 seccnds.
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IV. COMMUNICATIONS GENERALIZED VALUE SYSTEM

- o o s e e e e i i

A. INTIRCLCUCTION

The Air-Land Interdiction Model will have an overall
Value System. The discussicn that is to follow concerns the
Communicaticns Generalized Value System (CGVS), a separate
ertity, rct to be confused with cther combat functional area
Value Systeas or the overall Air-lLand Value Systen. The
CGVS provides the means of determining tae utility of each
compzcnent o¢f the ccrmunications architecture in toth the
static¢ and dynamic states. The CGVS (see Figure 2.1) will
fe akle tc rrovide tc other submodules thLe guantitative and
gaalitative information necessary for planaing £future
augmeptaticns or reductions of currently deployed assets, or
for [ricritizing and allocating resources to restcre

- degraded assets.

The CGVS submodule, analogously speaking, is the sernscrv
inputs of the nervous system of coamunications. The CGVS
rrovides numbers to the brain so decisions can be made.
Each ccommunication 1link derives value froam how efficiently
each message level of urgency (precedence) 1is handled, and
that links role withir the «context of the entire communica-
tions architecture. The intent of the CGVS 1is to measure
only marginal traffic created by BIF because the ALINM is
interested cnly in Air-land Interdiction units. The model
has the <capability tc measure background traffic wvalue i:Z
regjuired. Every message is destined for a certain part of
the system body; the addressing and urgency decide which
artery thke message flows. Unlike the human body, this
nessage can be stored or rerouted if a part of the system is
temporarily incapacitated. This 1information flow is

67




accomplished as trarsparently as possikle to the nessage

sender or receiver. The value of each communicatior link is
directly determined Ly the users through the messages they
send. Based on the ccamunications reguired by the users, the
communications flanoing staff literally builds from the
ground ur the communications to support the requireasents.
All the retwork building or rebuilding decision 1logic find
their justification in the CGVS. Usage of generic systems
or allocations of additiorpal resources of any type are
directly determired using data from the CGVS. There are no
models which currently utilize any sort of CGVS to make
decisicns of high resclution for communication play. The
CGVS is essential tc credible examining of <ccmparative
decision making in a Lkigh resclution environment.

E. CGVS CCNCEPT

The CGVS data used for designing and maintaining commu-
nications support is broken down into areas based on time
and event sequencing; the pre-combat static phase and the
comnbat dynamic phase. Standing operations orders, lased
upon historical Jdeplcyment of systems over years of exercise
piay, exist for deployment of coamunications systems.
Planning staffs have created OPLANS based upon potential
tactical scenarios and expected potential value of communi-
cation links to mission accomplishment. The planners kpow
generally who must be supported, however the unit locaticas
and vclume of traffic vary considerably based uporn indi-
vidual wunit's time =sequenced contribution to the ongoing
tattle. For example, a high priority communicaticns link
ties Treater ¥Yain tc Corps Main from the start of the war.
Cne might assume that this link would have tremendous

dynamic value because this link ties a resource allocater to
a heavy rescurce user while in the midst of mortal combat.
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Quite to tke contrary, Corps Main cares little alcut its
ability to talk to higher headquarters in the early stages.
Corps Main is ccncerned with the battle situation <for the
first few days and is capable of fighting at this time rela-
tively unsupported <Ly Theater. The 1link maintains a high
static value. As tke days wear omn, tahnis link obviously
becomes much more <critical to Corps for allocation of
repleniskment resources from Theater, i.e. the link attains
a high dyrnamic value with tinme.

What is the Value of this link? This is a difficult
concept to grasp because the value changes over tize and
event occurrences. What is the value of alternative routes
to this 1ink? Should reconstitution of this link take flace
when degradation occurs? When is the value of this lirpk so
high that Ked Forces must attempt interdiction? Hcw do we
quantify this value cver time? These research questicns must
ke resolvakle by analysis of the CGVS output. What stands
out most at this [pcint 1is that the initially deployed
retwecrk links have a potential value based on historical
usage and as the battle progresses, the link values increase
cr decrease in value over time based on user demand
generaticn and the success of enemy interdiction efferts.

Picture a pipeline through which passes general communi-
caticn traffic bhavirg relatively small values. If this
traffic is delayed for a period of time the value does not
deteriorate or reduce the war fighting capability. Impcse on
this link traffic of a rewly arrived unit called the All

Source Analysis Center which has traffic for the Corps TOC

(Fijure 4.1).

When entities of high value are placed on this link the
message traffic and ccrrespcnding message value jumps enor-
pously. Should this 1link be overloaded or incapacitated, the
alternate routing fcr this needline iancreases in value
dramatically. The Expected Delay Time would definitely
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Figure 8.1 ASAC to CORPS TOC Needline Routirng

increase tecause tlke wnore "metal®, the lower circuit
availakility, and higter the prokability of delay.

Ccnjestion or overloading on these links may or occasion
result in the devaluing the time sensitive messages. The
devaluation may ke to the point where the decision to still
attack a certain target may be reversed in favor of a now
more valuaktle target. (Figure 4.2)

The new Communications Support Reguirements TCatalase?
ﬁill provide guidance as to the coaparative value that each
functiornal area message possesses if it were delivered in
real tine. Exanine Table VIII . This Table reveals data
€elements Six (Speed of Service and Perishability of
Information) and Seven (Cost of Failure - critical, indis-
pensatle, essential, etc.). Element Seven could give us the
initial value® (Vi) for Figure 4.2 . Element Six cculd give
us the Expcnential fparameter needed to degrade the value of
the message over time thereby giving us the £inal value.
This Value PFrocess is feasikle, but it remains to ke seen if
the CCMSR database can gain the support needed to update and
revalidate these data elements.

- an - ———— -

7This database_ was_ discussed in the _Communicaticns
pegga@atlon Submcdule and further study should be ccnducted
in is area.

80sing MADMAN (Aprendix C), weiyg

) h
nine a value for crlglcal, indispensab

ting technigques deter-
le, and esséntiai.
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Figure 4.2 Value Degradation Over Tinme

The ccamunicaticn complexity in a war environment natu-
rally generates mary questions. The CGVS coupled with
message vector audit trails will help answer thea. But hLow
is this eiusive value found? . Intuition suggests that
message value should be calculated in the Commuricaticns
Module bty aggregating products of the number of messages
times an urgency level (precedence) multiplier for each
message cver the link. However, this procedure ,although
simple ir design, reflects the point of view of the cozmuri-
cations officer and not the sukscriber. An amazing amcunt of
"orecedence creef" «cccurs when a subscriber needs to pass
information quickly Ekut is not authorized bLecause cf the
requiremnents of each precedence level. On a fast moving,
dynampic tattlefield, information about when and where to
resupprly teans and bullets can be just as iaportant as where
to ccnduact an air strike in winning a Lattle. A value
system that would 1lend itself to lesigning a comaunication
network that minimizes delay times for all precedence levels
is far mcre responsive to the sukbscriber than just saying a
link is of such and such a value because 3000 routine
messages rassed thrcugh it in the last hour and were all
delivered within the required 24 hour period. This section
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will descrilte a syster that will reward and purish retworks
Lased on tire delay and not on minimum precedence aspiration
levels. This value will become a key input parameter tc the
Reroute Sukrodule, the Reconstitution Submodule, the Network
Grid ard the audit traili of the Interdiction Model as a
whole.

1. Static Value Leterminatio

Suprose general mobilization follows a buildug to
Fast-West tensions along the German border. According to
most scenarios the first deplcying organizations are the
tactical Signal units supporting the Corps and Theater
Communications Zone (COMMZ) . The intercommunications grids
required ty wartime CELANS are set up and functionally cper-
ative withir three days. There are, as yet, few if any users
of the tactical netwcrk. Most combat, and combat support
units are rpreparing fcr deployment or waiting for political
approval to deploy frce their lase Kasernes. They are still
using tke fixed communications supplied by the U.S. Aray
Communications Command or the Pundespost Phone Syster.

At this rpoint in tinme, the tactical communicaticas
system has a potential value lased upon the generic systeas
which have been deployed to support potential users.
Although the communication grid has been designed symmetri-
cally tc reduce its susceptibility to enemy <collection
efforts, there are enough asymmetries to suggest that scme
nodes are =more important than others. Certain types of
radics are indicative of the importance of the users they
support and of the igportance of the internodal links tc the
success cf the overall communication network. The potential
value of tlese links and nodes is static because no users
have teen tied into tke network.

The method used to derive the atility values of each
coazonent of the communication architecture is found through
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= TABLE XVI
i Relative Entity Utility Value
(Zhe higher the number the better)
Transmission Utility Value
. o Network
Satellite “9U3
Ground Stations
Microwave links 6438
Mobile Sub Central 389
AM links 353
FM links 137
Termipnal Equirment Value
CIfEﬁIf’EwI%gh f‘ ~85%
Record 7Traffic Switch 490
Network Ccntrol Elements 486
Commcenter/DSTE 194

a variation of the MALMAN Algorithm discussed in Appendix C.
The tasic unit of communication hardware and therefore plan-
ning is the circuit. The MADMAN Methodology provides a
means to derive a single aggregated measure of effectiveness
(MOE), a utility value, from various individual attrikutes
for the circuit. Scme of the attributes considered by the
€experts are ejuipment survivability, cost, mission essen-
tialness, reliability, and capacity (see Table IXXIV for
details). The following procedctre outlines the MADMAN inpaut
requirements that must be based upon communications and C2
experts cgicions .
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These attrilutes and cthers are weighted in pairwise ccrpar-
isons. The potential role value or conditional value of
circuits such as for nuclear release may in this manrer be
included as ar attritute which consilers "potential Value".
Cnce the S(J)'s, the scaled values in Table XVII , have Lbeen
obtained then multiply the values by 1000 to derive more
aesthetic utility values. As seen in Figure 4.3, by sumaing
the individual values of the eguipment eaployed and "on
site" lackupr we can determine the static value of signal
nodes rrior to any traffic lLeing passed.

Ares |NODE

Command Noce Area Node

(o) 4 @ a5
B & _ e &

(:9 (}ku. (jah_-

658 @ 558 943
&) @
Ares NCOE Area NCDE

N
VALUE =2 X; . i= COMPONENTS

el )

COMMAND NODE = 2454 AREA NODE=5407

Figure 4.3 Static Value Exanmple

As the combat forces assume their Dbattle fpositicns

and users ftegin to place demands on the communicaticas
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. system, the value cf lirks shift from the static value of

X hardware to a dynamic value lased upon the actual zessage
£low. 3efore descriting the dynamic value system, we Jive a
krief scenario as a message travels from the ASAC to the
Fire Cirection Center:

F——a

o Meroweve LOS
' J'.] t:l. 1‘1
on,] Nave Lhe iom whers {g
coordinetes of a tnel 1rain end now
D force d ] Neve 1o

ucteer
anitions tratn 8 n ?:-'; the

&

Y ®

Figure 4.4 Bessage Scepario

From Figjure 4.4 ve see that a phone number is punched intc a
digital telephone at the origin. This phone hLas a circuit
Fath tc the nearest circuit switch at Node 2. At Node 2,
the call is demodulated and passed through a patch panel to
the circuit switch. The call is routed automatically tec Link
A or E depending on circuit availability between nodes 2 and
4. The prccess 1is repeated until it reaches node 4 which
has a circuit to the FDC. Given that the circuit is avail-
able, the whole prccess to include the dialing and imme-
diate receiver pickur taxes 7-15 seconds. The circuit is now
complete and the user sends ais message.

The value of this phone conversation is a function
of the value placed upon it by the originator according to
command guidance and the time it takes to turn the targeting
inforration into fire allocation informaction. The akbility
to destrcy a particular target by such aand such a time has
more value now than if the target is attacked 20 ainutes
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later, especially if the target has moved from its kocwn
location. 7The commurication network is responsible for only
a portion of this writer to reader time, tLe commuricaticns

"Mexpected delay time " that is maintained in the message

vector.

A perfectly functioning coamunications system shkould
result in no lost value to this target information. Hcwever
time delays or failure to achieve reguired urgency frrece-
dence levels during the rassage of this information not oaly
reduces the value of this message Lbut also points out short-
comirngs in the communication systea that must be repaired
immediately or circunmvented. The value of the link at this
roment in time:

VALUE ="Wo Np 1)

[}D'

vhere Wp is the weighted wmultiplier determined by JMADMAN

expert oginion.

Dp is the mean delay time fcr each precedence level over
that lick.

Bp is the number of messages for each precedence over that
link.

To aggregate these prcducts for all messages over each link
would tell us the dynamic value of each lirk for a specified
period of time.

77




., ‘”'1

Its would be relatively easy to put counters irto

:: each link tc determine Np and a time cliock parameter tc keep

track of the total message time in each message vectcr to

deternine ojperational link values.

a. Operatioral Valuation

e, ey
| v

Pigure 4.5 Hourly Depiction of Link Value Versus Time

The value of each 1link should be captured at
some preselécted tire slice, say hourly. Using Eguation
4.1, it would be possible to graphically represent the value
over time for each 1ink. It would also Le possitle to
disaggregate the traffic loads into two groups: 1.) CO¥SK
generated and 2.) BF generated. Using Eguation 4.2, it would
te pcssitle to ccnduct sensitivity analysis by varying (&X)
tetween O and 1. This discounts the current background COMSK
generated wvalue and inflates the value of the marginal
traffic. Thkis method has the efiect of forcing the subao-
dules that make dJdecisions ctased wupon asset values (e.g.

Reconstitution) to make those decisions in light of the now

highly valued margiral traffic. This method <could te a
valuakle source of information for answering our research

questions.
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- We. Ne. o © Wep Npos (4.2)
VALUE = 0% s | Mglle, GGTATIC)

R-Primary Reut A- AI+¢rna‘i‘¢Rau1’
C-comsn 8F- Margqinal Traffic

It wculd also be possible to vary (éi) from 1 to (2C) to
conduct sensitivity aralysis of the link for future rlanning
pissicns or potential urnplanned missions.

t. Non Operational Valuation

The value of each non operational 1link should
also te captured at scme interval, say hourly. To do this,
cne wculd take the links that fail the Availability Monte
Cario and the downtime that has been randomly drawn
according to the Degradation Chapter. The Routing algorithn
would <ccntinue to route traffic over the down 1links,
however, the traffic would also te routed over the alternate
route. Using Equaticr 4.3 , it would Le possible to place a

value cn the down lirk.

W N5, 2 Wh
VALUE = (X & —farlNPar 4 S(STATIC
Z DP DR PZR DP F-DF" B( )

R-Primary Reut A- Alternate Rout
C-COMSR 8F- Marginal Traffic

(4.3)

where (EZ%Q is defined as the expected delay time <c£ the
alternate rcute at fprecedence "p" of the BF Interdiction
traffic. This eguaticn is sensitive to tae added delay time
of the alternate route. If there is not any added delay time
then, cbviously, the primary route was not iamportant enough
to place high on the reconstitution priority list.
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A. INIRCDUCTION

The Air-land Interdicticn Mcdel, as previously stated,
is a research wargame and as such regquires decisior making
to be consistent and reproducitle. In order to achieve these
lofty goals, the modules must make maximum use of ran made
rules and expert opirion to create M"automated, closed 1loop"
decision making algorithms that replace the "man ir the
loop". There are focrr rule rased decision submodules in the
CM; c¢re, Degradation, has already been discussed. The ctter
three will te discussed in this chapter. The methodoiocgy for
develcpirg each submcdule 1is outlined in 3etail in the
"Closed loop Decision Making" sectioa.

E. CICSED 1OOP DECISION MAKING

1. Selecting Copmunicaticn Alternatives in a Ccmiat

——— . ——— — e s e D - . e g s

Environment.

Tte primary cbjective cf this section is to =set
forth and analyze the factors that allow a commuanicatioas
user to decide which cf the available communications assets
to use given that te has infcrmation that must Ee passed
from himself to a distant receiver. The second objective is
to translate these decision factors or attributes into a
simple mcdel.

The proktlem is to develop ar automated Tecision
Submcdule that "humanly" selects tiae coamunications acde
(voice, record traffic, ETC.) and means (telephone, ralio,
ETC.). The key tc the validity of this sizulatiorn is whether
or nct and to what extent the human thought process is
actually reflected by the algoritahnm.
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Tc accomplish this, an understanding of the jokt an?i
skill level of the user and how he makes decisions urnder the
ib fressure c¢f combat is rejuired. This section will illus-
2 trate this frocess fcr one user needline. The user will be
the G-3 Cperations officer for vV Corps in Germany. The G=3
was chosen for study fkecause he is a Combat Aras Officer in
ii ‘ a higk pressure Jjob and has a wide array of communications
i availalkle tc pass messages. It is important to note that the
concentraticn of this submodule should be with the rrocesses
of real comtat and nct the minutia of realisn. The model
must Le robust encugh to satisiy the comaunicaticns

selecticn decision of all users [Ref. 12].
a. Analysis of Decisicn Maker

A general model describing how the G3 Oreraticns
selects cormmunicaticn means <can be seen in Figure 5.1
[Ref. 13]. The success or failure of the US Corps may Vvery
well rest cn how well the G3 Cps planning staff directs the
subordinate units to accomplish the Corp's flexible defense
operations. An implicit requirement of this sufperior to
subordinate directing 1is that at least one means oi
communicaticn must be availakle. [Ref. 14]

The bigh intensity of the Corp's kattle creates
an erpcracus load and stress upon the G3. Other human vari-
ables that zay effect our Decision Maker (DM) are his biolo-
gical cycle, sleep lcss, recent Jiet, recent successes or
failures, and ccncerns for his family and many other vari-
aktles [Ref. 15]. The G3 lacks the in depth understapding of
the interccnnectivity of the <communicatioa system that

suppcrts him. He is concerned with whether or not he can
o communicate, not how the coamunications +orks. His compuni-

caticn recuirements are 2ot always resolved in the nmcst
ortimal cr efficient manner especially for requirements for
wilch there are no SOP's, contingjency ©plars, advice of
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co-workers, subordinates or comaunications officers tc cifer
solutions. In these respects he is like 99% of the otrer
users of cormunicaticns on the rattlefield. [Ref. 16]

E. Modelling of Decision Making

According to Cohen, March, and Olsen (1972), the
G3 organization decision 3aking can Le characterized by
ambiguity in technology, preferences, and participation. See
Figure 5.1 [Ref. 13].

Tactical Communtfcatlons Declisfons Unger
AMBIGUITY AND EXTREME LOAD

G3 Operatfons Cholce
Offfcer Role Opportunities
(Alternative Mgans)
Plans/S0P’s
Mode
Ambiguities volce Iapiement Plans
Tech/Pref/Part | Subordinate S0P's/Recs
Record Treffic
Recommendations Means
LOAD STRESS Match Probs ang
unmatcheg Proba Ragio Soluttons
bincertafnties of .
Reatoon fou! . | Sei'n/Part’s Telephone (Muitf-Attrtoute Welignting)
oL w‘:.-.n; _;._l Mes
j ) ¥ )
| | )
I ;)
1 e v m——-
e LT L ' | MTO4E sna !
St

triggering of new Cholce Onportunfties '

Figure S.1 Tactical Communications Decision making

Mnbiguity of Techsology describes an organiza-
tion's ignorance as to the options that are available to its
CM's ard the 1linkages between these alternatives arnd their
lixely ccnsegquences c¢r outccmes. This difficulty is often
agjravated ty inexperience in particular roles, Dbecause all
comaanders and their subordinates rotate rapidly through new

jobs.
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Ambiguity of Preference contribtute to thke crga-
nized anarchy, by interfering with rankings of alternatives
and their outccnes. Superior preferences in rilitary
operations are likely to be heterogeneous in tiue extrene.

Apbiguities of Participation are the result of
participants who are part time, or shift their energies
among decision situations within the organization, or
across toundaries. In military operations ,fluidity of
participation has two important causes: battle losses of key
specialists or forces, and communication limitatiocns that
effectively isolate pctential participation from decisions.
[Ref. 13]

In reference to Figure 5.1 and Table XVIII, the
Corrs Standing Ogperating Procedures (SOP) and communication
contingency plans reguire certain types, urgency levels,
message lengths, or classification levels of messages to te
transmitted over certain wmeans ([Ref. 14 and 16]. Wken
several allowable means exist that appear to satisfy the
requirenent then a cc-workers or subordinates' reccmmenda-
tion as to which means he had success with is generally
implemented. The majcr dilemma occurs when it appears there
are no SCP's, plans, or reccmmendations to rely uron. 1In
these cases the G3 must match his unmatched communicaticas
requirement problems with any solution (commurication
means), that appear to have the highest probability of
satisfying. When the user comfpares his alternative mearns in
order to decide which to use, we have an example of Multi
Attrikute Decision Making (see Figure 5.2). It is imgortant
to rememlter that autcmating DM results in £far more consis-
tent decisicns being made; therefore to truly simulate the
LM a 1rild amount of inconsistency must be input. This is
accomplished by rigorously incorporating expert human
cpinicn cf non-communications oriented personnel (ie. Ccmtat
Aras Cfficers) into MADMAN pmaking sure to avoid the expert
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opinicn of communications [personnel. MADMAN actuaily
calculates the 1level of inconsisternc for the exgperts’
opinicns. [Ref. 12]. and [Ref. 17]

Multt-Attripute Declslion

Alternative CTt/!mHt vaive

'

Multi-Attiribute
Dectsion Regufrement

Joo Skille/Experiencs e )
of Decistormaker

e Pressure of the Moment
veighting the Data

Elements

Type Messace:sction/fnfo /coorafration

Figure 5.2 Multi Attribute Decision Making

In MADMAN tkere is usuwally a countably small
nunter <c¢f predetermined compunications modes and zeans
aitermatives. The alternatives have associated witn then
several ccmpon attrilutes. A cost and berefit comparison of
the attriktutes can te made and a final decision on which
means t¢ use can be reached. The decision as tc which
alterrative to select is made witkh the help of pairwise
attritute ccmparisons. The comparisons may involved exglicit
or implicit "expert cpinion" tradeoffs. MADMAN is in short a
decision aid to help raximize satisfaction with resgect to
more than one attribute.

MADMAN has many ailitary applications, such as

the evaluation and selection of personnel, strategy, weagon
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systens, pclicy, facility locations, contracts; the evalua-

tion cf efiectiveness; and expert judgement or group rpartic-
ipaticn and analysis for selection, strategy, policy, e€tc..
Appendix C has a detailed exrlanation of MADMAY and a
computer program developed by Marceilo of MADMAN, as well as
a practical examfle.

As a manager of scarce resources the G3 seri-
consciously appraises the rlenefits and costs of all his
actions. The depth ¢f these appraisals derends uron the
significance of the decision tc ke made. The G3 will seek to
zinimize tke delay time of sending a message to the Air
Defense Bat+alion S3 while attempting to minimize the rela-
tive costs of tying ur the vital communications means teing
allocated to the communications problem. The data elements
or attritutes which link the decision maker to his communi-
cation selection are Urgency Reguired, Type Message, Message
length, Classificaticn, Expected Delay Time of the " (I-1)th"
message, and the communications alternatives availakle
retween the originatcr and the receiver. fRef. 18] and
[Ref. 19]

2. Eesults and [iscussion of Automated "Closed locp"

The SOP and contingency plans are expected to
predeterzine soluticns for nmost of the coamunicaticas
requirements, The remaining communications reguirements
will te solved using expert opinion to weight or scale the
nultiattribute data e€lements (listed under Subjective Filter
in Takle XVIII) in crder to determine which communication
alterpatives would be selected.

In examining the results of the two runs made using
the algorithm model ip figures 5.1 and 5.2, it can lte seen
that autcmated DM has successfully been accomplished. 1In
Table XVIII, the Clkjective Filter Data Elements giv. a
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Frecise solution because the technical parameters 2aatched
the technical parameters of the SOP altermnative. Irtuition
and the wexyerience c¢f the author confirm the selection as
being correct; a five page, type written, classified, cfpera-
tions order would be transmitted using common user teletype
circuits or Optical Character Recognition Equipment.

For ease of identification each user's compaunica-
tions is classified Lty a Type Communications Package, the
type 1is strictly dependent wupon the TOEE eguipment and
Commcn User System sufpport authorized.

In Table XX the technical parameters could nct ke
objectively filtered to provide an SOF solution. This
Acticr Type message is by SOP transaitted using S/C Voice
radio or Teletype; hcwever, neither would satisfy the FLASH
OVERRIDE urgency. The unsecure FM voice radio cculd not
satisfy the urgency tecause time consuming marnual encrygtion
would have teen required and the Lance BDE was out of range.
All fcur alternatives could have satisfied classificatiors.
All four «could have satisfied message length although
preparatcry typing would have delayed transmissicn.
Subjective filter elements were, therefore, implemented
using exrert opinion input intc the MADMAN Program for multi
attritute decision making (see Table XIX). [Ref. 17] Secure
Telerhcne had the shortest expected delay time, lowest ccst
and highest benefit, and cculd motivate the receiver tc the
urgency cf this information through the use of direct voice
intopraticns and pitckh.

The procedure outlined in Table XIX suggests scme
MADHYAN input requirements that must be based upon C2 experts
opiniors in deriving the G3's Jdecision.
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It is fascinating ard encouraying to note the azcunt
cf research which is being accomplished in the arema of
automated decision gzakinge. In referencing thke model
depicted in Figure 5.1, it can ke seen that multi attribute
decision making can be a source of pre-determirei solu-
tions waiting for what had originally Leen an unmatched
problem. Although definitive fprogress is being made, we are
lagging well behind the Soviets in this field of autcmated
"Cybernetics".

C. USER TIO USER ROUTING DECISION

The User to User Decision Submodule (UUDS) as seen in
Figure II, has three decisions to make. The Select Mode and
Select Means decisicrs are rule-based decisions of expert
rlayers and SOP's. 1The Routing decision is based on network

heory decision algorithm Minipum Spanning Tree.

The Select Mode Jecision draws upon tke MTOEE dataktase
to deterrxine the feasible modes available to both the crigi-
nator (0) and the receiver (R). Once the coamunications
modes are rresented then the wurgency and classificaticn are
considered to determire the optimal mode. If f£for some reason
the rrimary selected mode is nct available then the alter-
rate modes are attempted in the order shown in Table XXI The
message vector ncw has the parameters 0, R, U, C, I, Mode
(MD) . 9

The message vectcr now moves to the Select Means deci-
sion. Select Means draws upon the dedicated, organic ccmmu-
nications available to O (MTGCER) and the 4inorgzanic
communicaticns provided by the Signal Corps or Host Naticn.
The Means are selected by deteraining the feasible and then

9These raramete
Vectcr Section of C

Y

piained in detail in the Message

sayl
[$'R 1))
ny

th
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TABLE XXI
Alternative Modes Selected

If primary mode fails then go to alternate.
Pripary Voice RecIrf Data Fax Mess
1st Alt Rectrf Fax RecTrf Mess RecTrf
2nd Alt Fax Mess Voice Voice Fax
3rd aAlt Mess Voice Hess

the optimal Means available between O and R based upen U, C,
MD selected, 50P's, ard MADMAN.

The message vector progresses to the Select Route deci-
sion. The Select Rcute decision uses the Minimum Sparning
Iree Algcrithm to select the pata that minimizes the numter
cf nodes transitted. Both primary route availability and
the =seccndary route and availability are added to the
message vector and forwarded to the Availal ity Monte

Carlo.

D. RERCUTE SUBMODULE

The purpose of this submodule is to help arswer the
guesticns of what harrens to the message vector if the crit-
ical path beirg trarsitted becomes impassable. Although the
algorithr is still inp its infancy, topics of importance and
rarameters are discussed in sore detail. The reguirement to
rerout this message traffic stems from the reduced ability
of a gpcrticn of the comaunication network to support the
user in a timely manner. Based upon the availabilities,
syster outages would need tc be scheduied events of the
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Figure 5.3 Minimum Spanning Tree Example

simulator. If the Mcnte Carlc failed for an 85% availatkle
syster then the syster would be down for (1-.85) x 24 hours
= 3.6 hours = (_ZL). An Exponential draw with mean 3.6 would
te made to deteriine the actual Jown time and all sutmodules

would ke updated as seern ir Figure 2.1 . The goal of

Rerouting is to provide an
still cagpatle of satisfying
classification required for

The Reroute Lecision

A A T, B AP Y ORI PP S B ¥ W P S APRAPS. -

alterrate critical path which is
tLle urgyency precedence level and

the messaje.

resgonse 1is extrenely derendent
upon the mcde and tlke means selected and the extent of

! degradation inflicted upon tue network. Sirce the logic of
i' Reroute varies with whether the means are single or multi-
;_ channel users the discussion will necessarily follow this
ﬂ‘ natural treak.
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TABLE XXII
Mipimum Spanning Tree Network Exanmple
. (See Figure 5.3)
Copstraints:
Authcrized Precederce Level
Inmediate or Higler....S$/C Satellite...1 node
Eriority or higher...M/C Satellite...at least 2 nodes
Routine or higher... at least 3 nodes
Precedence . Route #¥odes
Inm€di1at€ or higher 7 T ¥
L2-15-1L9 3 *
L3-1L4-1L5-19 4
L8-L7-16-19 4
Priority or higher L2-15-19 3 =%
L3-L4-15-1L9 4 *
L8-17-16-19 4
L3-L4-L10-L6-LS 5
Rcutine c¢r higher L3-14-1L5-19 4 =%
L8-17-16-19 4 =
L3-L4-110-16-19 5
LB8-L11-L4-L5-1L9 5
L3-L11-1L7-L10-15-19 6
*Minicum Node Routes beccme message vector parameter

The single channel means of communication is gener-
arly a radic dedicated or sole owned by its user. It can be
either a Fush-to-Talk voice, data, or teletype ofptimized
transceiver. These types of radios are used primarily while
mobile. They are line of sight and are sensitive tc ECM
especially when used for over two uwminutes at a time. We
assume tlhkat if a user attempts to use a net radio ard finds
the net (frequency) congested with other users, he will
continue to attempt tc use this means while fully realizing
that he 2ust wait tc get his turn on the frequency. 1If
however, the <frejuency is being successfully jammed (R} F
Interdiction) then the user has several choices. If the

i . TN . S - L i . ; R . .
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radio is his only =means of ccamunication, then ne zay
continue to try to kreak through the jamming or he can
change tc an alternate frequency. Net control is difficult

under jasrirng conditions. The net control station attempts

to inferz cther wusers to change Irequency to the pre-

establisted alternate. If it is impossible to reestallish
the net then he may just send a messenger. If this radic net
is nct the only means availakle then the user will likely
decide to <change to a means that is less susceptitle to
jammipg and directior findirg.

2. rulticharnel

Multichannel means of communications are generally
far mcre rcbust in an ECM environment then single channel
radics. Whether the multichannel radios are line of sight or
over the hcrizon, whether they are dedicated as in the the
Air Lefense arena , cr common user as provided by the Sigral
Corps, the radios are integrated into a network grid which
provides redundant paths between nodes. At the 1nodes are
switches which eitter autcmatically or manually reroute
traffic frcm nonavailable 1links to available links. The
additional time of reroute is usually not critical tc the
user unless the alterrate route has been congested. Only if
it aprears that the alternate 1link will not satisfy the
urgerncy rrecedence levels required will the user think of
selecting another means of ccmmuanication. An exanple is
referred to in Table XXIII .

If the messace vector was given the Microwave route
and this failed at tike the Mon*te Carlo, the alternate route
of AM Single Side Band would then ke Monte Carlced; if it
Fassed tten the accurulated time would be 25 seconds fcr the
MW attemst and 60 seconds for the AM route; a total of 85
secords.

9y
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- TABLE XXIII
;t' Examrle
[5 Network Entities Availability Nodes E({Delay Time)
f' dicrcwave . 95 2 25 seccnds
: UH . . 85 3 25 seccnds
A4 SSB Voice . 92 2 60 seccrnds
Ccmbined UHF & MW . 78 2 35 seccnds

* ROUTES SELECTED:
1. microwave
2. AM SSB
3, UHF |
4. Ccmbined Systen

* Selection lkased on fewest number of noides
(highest availakility)

]
|
|

If an alternative rcute for multichannel or an
alternative means for single channel was decided wufpon tten
the arprcpriate availability would again be Monte Carloed
with delay time added. An important product of the Rercut
Module is the CGVS evaluatiorn cf non-operational links. The
CGVS deteraines the 1lost value of messages over down lirks
and repcrts this to the Reconstitution Submodule. Thkis lcst
value is «critical tc the rescurce allocation decision in
restcring dcwn links.

E. PRECCNSTITUTICN SUEMODULE

The furyrose of this submodule is to correct deficiercies
of the <communicaticns systed in supporting 1its  users.
Available and relialle comaunication 1is a critical neces-
sity. This submcdule 1is important to the cverall
Communications Module, however, the algorithm is still in
its very early stages. Crucial issues and parameters are
discussed waich allcws a smocther traasition 1in future

research efforts.
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If communications is lost within any important pFpart of

the netwcrk, allocaticn decisions must be made by tre systen
rlanners and controllers to reconstitute stricken areas. The
kFecorstitution Module (RM), depicted in Figure 2.1, will
receive the type degradation and the value of the lick ufp to
the current point in time. The module will internally allo-
cate resources to correct the source of degradation and
return to the coamunication degradation module the expected
time to restoration of link capabiiity and the upjraded
availalkility. The Reccnstitution subaodule will alsoc notify
the Ferocuting Submodule as to how long it will have to
reroute traffic around the degraded link.

The EM will 1lock at the severity of <the damage and
assign a priority for reconstitution. It will decide tased
on availability and lccation of reconstitution eguirment and
the cause cf degradation if and when the 1link will be
availalkle for further use.
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VI. SUMMARY AND CONCLUSIONS

The Corps Communications Module descrilbed in this thesis
uses a variety of academic and real world phencmencn to
simulate tle flow cf communications between battlefield
users and to evaluate communications assets!' wor th.
Academically, the CM uses the properties developed by A.K.
Erlang's Telephone 1Iraffic <Theory and related works to
estaklisk tke need for and the use of (;a_), the message
arrival rate, and (lé_), the messagje service rate. If
traffic summaries ()\'s,$4's) are available for each arc
(link) then blocking probabilities and mean delay times may
re derived. Communications assets values are a function of
these delay times encountered over the links. Real wvorld
Fhenosencn such as environmental occurrences, Red Force
interdiction, and 3Blue Force corngestion drastically effect
the links that are available to pass message traffic. These
degradation forms are critical piayers in a coammunicaticas
simulaticn and are discussed in detail. The Poisscn frinci-
ples of Decompositicr and Superposition allow for easy
handling of diverted traffic loads (additivity of 2&'5) and

* in analyzing multiserver queues in a simpie fashion.

g The Corps Communications Module also develops a myriad
' of decisiop making techrigues to allocate resources to areas
‘; in need. The Communication Generalized Value System fprovides
g a methcdclogy for determining hardware asset value which in
& turn can ke used for allocation of resources that maintain
' communicaticns. MADMAN provides a methodology and a means to
® make decisions that are not backed up by hard numters;
E MADMAN is the "fuzzy" area decision making tool. MADMAN can
g te extensively used fcr developing pre-deterained sclutions
to prctiems that have not yet occurred; .in other words with
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the help of expert orinion, MALMAN can Lbe used to "clcse the

loop" on simulating man made decisions in an automated
"man-less" aljorithm. Standing Operating Procedures are the
most ccanon pre-determined scurce of solutions to protleas
and should be used as the rule rather than the exce;ticn.
SOP's provide decisicn alternatives in the "well structured
and defined" areas.

In corclusion, the CH submodules are preserted at
varicus levels of mature developuaent. These algorithms do
provide an excellent start point for a programmer tc furtter
develor the CM into a working module. The analysis of
derived CGVS values and the nmessage vector audit trails can
shed light into the [reviously foreboding research guestion
areas of communicaticns systems supporting functional areas
in a comtat environment.
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APPENDIX A
VARIAELE RESOLUTICN DIAGRANMS FOR COMMUNICATION

MOLULE
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Figure A.1
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Resolution Level One (continued)
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INTEGEP SMCO1), ERCIN), UE, AFC(IQ), SCHLILL(JE), MNOLECER)
REAL LENGTHC(I) -
LETA YES/'Y'/
Lbese
| FOFMAT(® MINIMsL STAMNING TRER'//* RATER ARECS AS FCLLOMS: '/,
1* STARTING NOCZE, EMLING NOLE, UISTAMCE'//* SYOF IAFLT EY TYFINCtE,
20,0 2/7)
e FORMAT(*#AFRC *,12,%:1'%)
4« FOFMAT(®* LCNE*//* THE Me So To CONSISTS OF ThE FOLLOGWING ARCS1'/)
O FOFMAT(/* LO YOU WISH TO CO ANOTHER FROELEM?:*S)
7 FOFMAT(®* SOIFY, ELT THE PROCRAM CAM CLERENTLY ACCEFT AT MOET ‘,1c,
1* ARCS.*/s/°* GOOLLYE®)
8 FORMAT(JG)
9 FORMAT (A
21 FORMAT(* ARC '.1&,°t°,lcs',',12,%)%)
10 VFI1TE(a, })
UbslLbe )
DG 11 N=j,UB
VYRITEC4,2) N
READC4,8) SN(NY, EN(N), LENGTH(N)
IFCENCND)Y 12,108,010
11 CONTINUE
Ukslb=1]
VRITE(@,7) UB
STOF
12 NsNe]
UbksUB~1
13 LO 14 1),k
14 SCHLUL(1)»¢e
LbsUbe?
CC 24 J=1,Ub
24 NOLE(J)I=@
Ubslbr2
NGCE(1)=])
L= .
15 MINARC=¢
CO 16 Is},N
IF(SCHOLLC(IY.EC.!) GO TO 1I6
CLEYISS)
K=sENCD)
IF(NODE(J)Y«EC. ). XOR.NODE(KY.EC. 1) GO TO 18
GO T0 16
18 1F(MINARC) 19,19,2¢
19 MINARC»]
GO T0 16
z2¢ 1F(LENGTH(MINARC).GT.LEAGTH(1)) CO TO 19
1¢ CONTINUE

IF(MILARC.EC.E) GO TO 23 ed VRITE(4rb4)

Lelel LC 24 lI=i,L

AFC(L)eMINARC I=2RlC (LI D)
. SCHILVL (MINARC)Y =) 22 UFITE(a,21) 1, SN(D), EMCI)
P GeSMIMINARC) YIlTE(a,®)
k: KesENC(MINARG) FEAL (4,9) ALSVER
.. NCLECYI =} IF(ANSVEFLEC.YES) CO TC 10
L., NOLE(K) =} STOP
- GO TO 15 END
.
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APPENTIX 3B

GIOSSAEY OF TERMS AND ACRONYMS

A. TEERNMS

A working understanding of the entities and attritutes
Oof the ccyrunications network is essential to the prcurammer
and will te described in detail in tne following aprendaiz .
Entity. . . aAn <nd item or piece of nardware that pcssesses
attritutes which ctharacterize the communicatiors 1lirck.
EIxanmgple: An AN/TIZ 138 1s a line of sight , auditichanrel
radic wu.ich ties two Corpgs Area Signal rodes tojether. 1he
arc or airwWaves between the +two nodes carry secire vcice,
record traffic ard data. Attributes. . . A characteristic
such as reliability , coman security, fregjuency, ETC. 1ire key
to descrilbirg entities such as links aad iinx hardwarca.

Cabie. . . Intrasite caile is tne 2¢ pair cable strorng
tetween the communications vans within a sigral ool
Sigi.ificant power lesses occur alony tais <caktle ther
the Taximum lenyth is 1500 feet, tais restrictiorn lirits
the disgersion c¢f ccma vans, theres, increasing va
ability tc air and artillery and EC! interdiction ef
intersite cable or ECH (CX11230) stovides multichaznel
access tc large users within a 40 mile radius. Vulnerability
to interdiction is very small. Intersite cable systems are
often used to separate Command Sijnal nodes from the
headguarters they are supporting.

Lata. o Yessage infcrmation passed between I/0
devices acd comgputers, or computer to <coaputer. It 1is
capalkle of extrerely fast trarnsfer of information. Circuits
supporting data systems must be specially conditicned or
cptimized for data transmission. Joice circuits cerform

poorly when atteapting to pass data traffic.
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Lirecticn Fipnding. . . an ECI capability whick lccates

scurces. It is a passive collectcr ard
therefore it is very difficult to detect. They are the eyes
for jammers, air, and artillery interdiction fires. The
threat may le reduced by the prudeat use of emission terrainx
zasking, use of lower power settings, short ressages Z7C.
Airborne directicn finders must f1ly parallel to the FEEA at
slow speeds and therefore are vulnerable to ground or air
attack.

Expected delay Tigze. . . The expected value or mean
delay time a message exfperiences as a result of net
conjesticn, terminal corgestion, enemy interdiction effcrts,
cr ncrmal transit time. This is the key parameter which the
ccmmo value system and therefore the entire cormmo netwcrk
asset value is judged.

Facsimile. . . Message transaission device wiaich is

capakle of actually rassing true copies of hand written

notes, zaps, pictures , ZIC. .
€

Iny
It ~
1)

LwUEnRCY. . . Wavelength to waich radios are tuned to
transxit and receive electronic BESSageEs. Airwaves
"wavelecsth" vary in vulrerability with <changes in
atmospheric conditicros, jam-akility, maximum distance
emissicns can ke detected, EIC..

Jammicg. . . AL ECM capability which put ©noise on
comaunicaticns links and reduces those linxs reliatility.
Jamners are freguency, directicnal, and power output depen-
dent and are hijhly vulneracle to interdiction becanse of

their urnigue electrioric signature.

Lire of Sizht. . . (LC3) Attribute rejuired tecause
ralic waves bend very little arourd biocking terrair or
tuildirgs.

ling. « . Also referred to as an arc or a trarnch cf a

communicaticn network. They tie nodal switching pcints and

users tocetrer. ZEE: entity , atzribiate. Message. . . A
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discrete Llcck of 1information passed rfrom the initiatcr to
the receiver, it may have many attributes most izportant of
wiich are its urgency and classification.

The lcad or subscriber demand 4is defined as the averags
rupber of calls cffered times the average call duraticr .

Yode. . « A junction point in a communications network.
Access tc and froa the network may be gained at the rode.
Exanple: the Corps Area Signal nodes provides switchirg
facilities f.c 1essages joing througn the node as well as
inpat ard output facilities fcor terminal users.

Ncnsecure. .« . Yessage information passed in the clear
or urencryrtel mode. By 1986 it will be found only at Armor
and Iniantry comrany and platoon nets. Hanual encrypticu of
sensitive irformatior wilil still be possible at this level.

Cver the Horizon. . . (OTH) Attribute of tyre radio
that use tke troposthere, ionosphere, or satellites to
reiiect radio waves cver the radios' horizon. The OTH radios
give the user a "skip echelon" capability to bypass damagel
¢cr destroyed comao systems. OTH still reguires a clear
window along the directed azimuth " of the system Lut
vulnerability is reduced because OTH radios do

guaiity of service is characterized by the proltability
that a call oifered during the typical busy hour will be
Elocked .

Radic. . . An electronic means of passing messages from
ore user tc another. Radios have either single chanael or
gultichannrel capability depending upon what the user dexnand
requires tc support his needs. The raage of profpagation

varies deperndent upcn power outpat, terrain, <freguency,
friendly interference and eneay interdiction.

K Record Traffic. . . Electronic passage oi infcrapation
' wnich froduces hard copy record of @message. Exanzple:

Teletype or facsimile. Record traffic is capatlie c¢f trans-

g

@issicn sgpeceds faster thanm voice but slower than data.

3
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Record trafiic is generally letter in a high ECM enviccrment

thar voice recause information is Dbinary pulsed rathker than
voice rodulated (freguency or ampli tude nodulation)
requiring less transiit time, less exposure to possikle DF.

bejectiny a call means giving the subscrikter a busy
signal , even if tke numker he is calling is not busy .
Alterratively , the call is rerouted via scme other trunk ,
or it is Leld until a line becomes available and thus
suffers a delay . In none of these three cases does the
exchange handle the call immediately , and regardless of its
future fate the call is said to ke blocked . It is actually
the exchange that is blocked , anable to let the traffic
flow thrcough it; tke calls are lost to the exchange if
rejected or rerouted , and Leld if delayed , but bcth lcst
ard held «calls are often denoted by the common rameof
klocked calls .

Ssitch. . . Either circuit (telegkone) or metsage
(Recczrd Traffic) switches. Switches are responsikle for

routing , rerouting, storing and frowarding of messages.
The switch routing logic determines oriertaticn or direction
cf traffic and flow capacity of the rnode. It 1limits the
traffic directed down any on link based upon the link flow
capacity.

Ierainal Equipment. . . Actual hardware employed by the
user to access the ccrmo network. Example: telephone, visual
display, optical character reader, facsimile, teletyfpewriter
¢ ZIC. .

Yoice. . . Message traffic employing the voice
frejuencies of 0-3000 hertz such as a single channel voice
cptinmized radio and the common user telephone system.
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B. ACKCHRYIMS

Al...prirary route availability

A2...alternate route availability

AD...Air Defense

ALIM...Air-land Interdiction Model
do...Crerational Availapility

ASC...Area Signal Center

®F...EBlue Force

EFI...Blue Force Interdiction

C3I...Command, Contrcl, Communications, and Intelligence
CCMC...Circuit Ccnnect Monte Carlo
C3VS...Ccmmunications Generalized Value Systen
CM,...Corps Communications M4odule
COMINi...Communicaticns Intelligence
CCMAZ...Comzunications Zone
COMSR...Communications Support Reguirements Database
D...mean delay time

EAD...EBchelcn Above Livision

ECM...Electronic Countermeasures
ICCY...Electronic Counter-countermeasures
EMP...Electro-magnetic Pulse

FEBA...Fcrward Edge cf Battle Area

FLOT...Fcrward Line cf Troors
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H/P...Hawk cr Patriot Air Defense Unit

INTACS...Integrated Tactical Communications Systen
1CS...line of Sijht

MADMAN...Multi Attriltute Decision Making Algorithm
MC...Monte Carlo

M/C...Multi-channel

MD. .. Mo3des

MN. .. Means

MTBF...¥can Time between Failure

MITR. .. Mean Time to EKepair
Non-Of...Non-operaticroal

C...Criginator

Cp. ..Cperational

CESA...Cferations Research and Systems Anaiysis
R...Receiver

RDF...Radio Direction Finding

REC. ..Radio Electronic Combat

FF...Fed Force

RFI...Red Force Interdiction

FFIM...Hed Force Interdiction Module

kM. ..Feccnstitution Submodule

§/C...Single Channel

SOP...Standing Operating Order
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T...Elapsed Time
TRADCC...Training And Doctrine Command

TIT...Ieleghone Traffic Theory

s “~ pParhra s SR
L ]

5 U...urgency or precedence level
UW...0ncenventional Warfare

V Corrs...5th U0.S. Army Corps, located near Fulda Salient
West Gerrmany

T06=%...T7able of Orgarization and Eguipaent
lamtda ).) «.e.MesSsage arrival rate

a0 (M) ...message service rate

0 (O ) ...traffic intensity, utilization facter, or

Erlang
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ERIEFING O NULTI-ATTRIBUTE DECISION MAKING

HALMAN

MADM can be used to evaluate the effectiveness ard
therefore the utility value that similar mission communica-
tions systems <contribute to the overall communicaticeos
network . The follcwing procedure outlines the MACM input
rejuiredents that must Le tased upon coamunications and C2
e€experts crinions .

TABLE XXIV
Multi Attribute Decision Making Evaluation Examfple

1 . Define Alternatives

eg. 2Al=satellite ground station
= HF radio .

mlcrowave radio

FM radios ) .
Mokile Subscriber Terminal

G Delalels

NEWNI ~+~ sl

2 . Defirne Attribaute

0n

Channel Capacity @ _ .
Skip Echelon Capability
Survivability
Reliakility

Cost

b et D g bt
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